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ABSTRACT

This paper concerns the reliability of stand-by systenms when switch
reliability is taken into account. It is assumed that failures obey a
Poi sson distribution for nodul es and switches. A very detailed nmethod is
given to mpdel stand-by systens. Several cases are investigated: idea
systenms, real systens with fault-detection nechanisns that can detect any
nodul e error and systems for which the fault-detection nmechani sns detect
only sane of the mbdule errors. The reliability versus time curves are
determned for each value of the nunmber of spares. It is shown that the
best nunber of spares increases as the length of the m ssion increases.
-Systenms with extrenely short mission tinme have the best reliability when
- they have only one spare. The limt when the nunber of spares increases
is the reliability obtained with sinplex systems. \Watever the nunber of
spares is, the reliability of stand-by systens goes to zero as tine goes
to infinity. For a given mission time, it is possible to determne the
best number of spares and the best possible reliability. For a given re-
liability, it is possible to conpute the nunber of spares that gives the
| ongest mission time. These nodels can be used to determ ne whether or
not there exists a stand-by systemthat neets the requirenents of a given
reliability and a given nission tine. |If such stand-by system exists, its
characteristics (mnimmnunber of spares and reliability) can be derived.

Index terms: Reliability nodeling, stand-by redundancy, switches and
fault-detection nmechani sms, dormancy factor, coverage factor

reliability, mssion tine.



A - | NTRODUCTI ON

Many physical systens are provided with spare parts to replace failed
parts.. The use of spares is called Stand-by or Sparing Redundancy,[l;?
Spares need not be exact replicas of the parts they replace . The equival ence

need only be functionnal .

Systens using spares need a mechanismto detect the occurrence of errors .
in the active parts . They also need a nechanismto inplenent the replacenent
process . These mechanisns are called error-detection and swtching
mechani sns (often referred to sinply as switches) . Replacement processes for
stand-by systens are sinple . As soon as an error is detected at the output
of an active nodule, this module is switched off and replaced by a spare .

If the spare is faulty, it will be switched off imediately after its
activation and replaced by another spare . There is no need for roll-back
if the spares are active (or if the modul es are conbinati onal nachi nes)
and if error are detected as soon as they occur

St and- by redundancy is used to increase the reliability of systens .

If spares have the sane reliability, R as the active nodule, stand-by
systems wWith s spares (Fig. 1) have a reliability R* = 1 = (1-R)s+1 Thi s
reliability function is obtained under the assunption that fault-detection

and switching mechanisns are perfect . The reliability of such stand-by

systenms is always greater than the reliability of sinmplex systems (R'> R) .

The reliability R'" is an increasing function of the nunber of spares (Fig. 2)

As the number of spares increases, the reliability approaches 1 . Wen

spare failure rates are less than active failure rates, stand-by reliability

is even greater than R' .

However, fault-detection and swi tching mechanisns are not fault-free
The goal of this study is to determ ne the exact effects of failures
inside fault-detection and sw tching mechanisms on the reliability of
systens using spares .

In order to evaluate the effects of failures in the switches, a very
detailed analysis of stand-by systems will be made . First, the nmethod that has
been introduced by Carter et al. [4]vWII be shortly reviewed . Then,



using detailed analysis, theoretical limtations of stand-by systens will be

derived . Application of the nodel to real systens wll

permt the determnation of
the relation between reliability, nmission time and best

nurmber of spares
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A-1 MILTI PLE QUTPUT STAND-BY SYSTENMS

Fig. 1 represents a stand-by systemw th only one output . However,
nost of the actual |.C chips realize nultiple output functions . The
mej or problemw th application of redundancy to multiple output systens
arises when sparing is used . In this case, it is necessary to define
nore precisely the word "spare" . Physically, spares will always be
modul es . However, for the sw tching mechani snms, spares can be seen as
nodul es (multiple output functions) or as parts of mobdules (the parts that

realize single output functions) . So, there are basically two types of
sparing redundancy for nultiple output systems . In the first type, referred
as Type |, fault-detection is done at the level of modules and a faulty

modul e is replaced by a spare nodule (Fig. 3) . This solution is the sinplest
one and also the less reliable because nodules with only one faulty out put
lead will be disconnected and repl aced by spares . In the second type,
referred as Type |I, detection of faults is done at the level of single
output functions and only single output functions (not nodules as in Type I)
are replaced (Fig. 4) . This solution provides the maxi mumincrease in
reliability, but switching nmechani sns are nore conplex . .
}Nbaeling mul tiple output stand-by systens is anal ogous to nodeling
single output stand-by systens . Type | systens performcorrectly as |ong
as there is one fault-free nodule . Type Il systens fail only when every
nmodul e is subject to a failure that affects the same output function
in each of the nodules . So, Type | systenms can be nodel ed as single
out put stand-by systens while Type Il systens with n output |eads are
nodel ed as n parallel single output stand-by systens . However, corrections
must be made to take care of the interdependence between the reliability
of the different output |eads of a nmbdule (for exanple, gate sharing between

single output function realizations)
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B - COVERAGE FACTORS - CARTER ET AL. METHOD

B-1 Introduction

The notion of coverage was introduced by WG Bouricius, WC. Carter
and P. R Schnei der,[4] , and has been devel oped by several authors [5],
[6] .

The coverage factor of a redundant system using spares is defined as
the probability that the systemrecovers froma failure given that a failure

exists . Coverage factors are usually denoted by the letter c :
c = Probability (the systemrecovers|a failure occurs)

In the method devel oped by Carter et al., stand-by systens are nodel ed
by a renewal process with a fixedprobability, c, of success associated with
each replacenent of a failed nodule by a spare . This leads to the basic

equation :

q
o(4R M
cR:()\,p,T) = CR:_I()\,}.L,T) +j:. (1 5'10\ kW) .cs.exp(-p.u)

ou
0

.exp(-q.\.(T-u)).du

in which : CR:(K,p,T)is the reliability, at time T, of systens with g+s
modules (q active nmodul es and s spares),
exp(~-p.T) is the reliability, at tine T, of a spare, @l
exp(-\.T) is the reliability, at time T, of an active nodul e .
This equation can be solved by induction on s :
RI(\,1,T) = exp(-q.A.T) : (g'h& thel) ok k
KoLK, T) = AT, Z >.c .[1—exp(—u.T)]

k=0 k

B-2 Failure rate X\ independent of the nunber of spares

If the failure rates N\ and p are fixed(independent of the paraneter s),
the reliability of stand-by systens is always an increasing function of

the number of spares, However, even with an infinite nunber of spares,



the reliability is still stricly less than 1 on the tinme range]o,w]
if the coverage factor, c, is less than % :

q ~a.\
Limt cRsO"“’T) = exp(~q.\.T) . [1 - c.(l—exp(-H.T))] v

S—=m
q .
CRB(K,M,T) < exp(-q.\.T) . [exp(-p“Tn M if c<1 .

B-3 Failure rate Adependent upon the nunmber of spares

The conplexity of the witching mechani smincreases with the nunber
of spares . In order to take into account this increase, it is possible
to consider that the failure rate X increases as the nunber of spares
increases . Another possibility is to consider that the coverage factor
decreases as the nunber of spares increases . The first alternative
corresponds to :

o\
s

>0

Carter-et al. have shown,[z], that there exists a finite best

nunber of spares if the coverage factors are less than 1 and if the
derivative of Awith respect to sis positive (or if c=l and if

Limt (s+1).T.9 M is less or equal to one ). Reliability is always linited

S— S
and the best number of spares, when the mission time approaches zero, is one

B-4 Coverage factor dependent upon the nunber of spares

The second alternative to take into account the increase in conplexity
of the switches is to assune that the coverage factor decreases as the nunber
of spares increases

oc
Os

For every tinme T there exists a best nunber of spares (Appendix |I) . Systens
with very short mssion time have the best reliability when they have only

one spare .

B-5 Concl usi ons

This model shows that the reliability of stand-by systems is always
limted . It was shown that there exists a best nunber of spares when



one takes into account the dependence between switch conplexity and nunber
of spares . However, these last results have been obtained using artificial

net hods (introduci ng a dependence between nodule failure rate and nunber

of spares or between coverage factor and number of spares) . In practice,
using this model, it may be extrenely difficult to determ ne the best system
for given requirenments (uncertainty of c¢,9¢ and @\ ) . In order to get

55 S

a nore detailed insight for stand-by systems, a nore accurate nodeling of

stand-by systens will be made .



C - DETAI LED ANALYSI S OF STAND- BY SYSTEMS

C-| Introduction

Failures inside switches and fault-detection mechanisms should be
classified according to the effects they have on systens . Fault-detection
mechani sns perform the following function : detection of every occurrence of
an error at the outputs of nodules . So, failures in fault-detection mechanisns
may have two different results . Either the nodules are declared faulty
when, in fact, they are fault-free, or occurrenceof errors won't be detected .
The sane classification exists for switch failures . Switches deactivate failed
nodul es and activate spares upon conmand from fault-detection nmechanisns .

A failure inside a switch will result in a replacement of an active nodul e
wi t hout command fromthe fault-detection nechanismor in a no-fulfillnent of
such a command when it is issued .

It is possible, depending upon practical realizations, for sone other
classes of failures to exist . For exanple, sone failures can cause a spare
to be activated when it should not be . However, the two functions realized
by switches are very simlar. A nodule is switched off when and only when a
spare is switched on . So, it is possible to design switches such that these
two functions (activation and deactivation) are performed by the sane hardware
In this case, it is very likely that every switch failure will affect both
functions .

Because of the simlarity between the effects of switch failures and the
effects of fault-detector failures, it is possible to lump these failures

together and to partition theminto two classes . The class of fail-safe failures

consists of failures that result in discarding a fault-free nodul e but
replacing it by a spare . The failure rate associated with this class will be
assumed to be a constant v, . The second class corresponds to the set of

0
unsafe failures . Unsafe failures are the failures which cause a nodul e error

to go undetected (or which result in a error being detected but w thout repair)
The failure rate corresponding to the set of unsafe failures will be assuned
to be a constant Vl. All the nodules will be assumed to have identical error
rate, A , when powered (active nodules) and g if kept power-off (inactive

spares)



C-2 Theoretical limtations of stand-by systens

This part is focused on the characteristics of ideal stand-by systens .
Failure rate of power-off elenents is zero . Power switching is used . Only
a very small portion of the conplete switch is powered . A design for such
stand-by systens is given in Fig. 5 . Each nodule has its own switch and fault-
detection nechanism . This increases reliability because when a nodule is
switched on, its fault-detection nechanism which is fault-free, is also
switched on . The switching strategy is as follows : when the fault-detection
mechani sm of the active nodule detects an error, the switch is ordered to
switch on the next spare, its switch and fault-detection mechanismand to
switch off the faulty nodule, its fault-detection nechanismand itself . This
corresponds to use stand-by redundancy on nodul es, switches and fault-detection
mechanisnms . The internal realization of fault-detection nmechanisms wll not be
considered but it will be assumed that fault-detection nechanisns are designed
such that they can detect the occurrence of any nodule error

The nodul e outputs should be OR-tied to the bus whenever possible .
Because this part treats only ideal systems, it will be considered that the
nodul es are OR-tied to the bus (or that the mobdul e-bus connection is perfect)
Also, no roll-back will be considered . Switches do not perform any |ogical
operation, they only inplenment the power switching

Such stand-by systens can be nopdel ed using Markoff chains (Fig. 6 )
The first subscript in the state notation indicates the initial nunber of
spares, while the second subscript indicates the present nunber of available

fault-free spares . States sP correspond to stand-by systens for which

no unsafe failure has occurra;in the switches and fault-detection mechanisns .
The statesSCG correspond to stand-by systens for which the active nodule is
fault-free, but its corresponding switch has been subject to an unsafe failure
whi ch cancel s any subsequent repair of the system. The state sF corresponds
to the failed state .

Laplace transformis very useful to solve such Markoff chains[lo3 . The
Laplace transform of the probability of failure of such a stand-by system

with s spares is (Appendix I1I)

8 k-1 s
eF(z) = A M1 EE Govo) (M+vo)
2| z4\ K 1(z+A+vo+v1)k (z+A ). (z+A+vghvy )°
=
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The probability of failure decreases as the nunber of spares increases :

1 (Mvg)® 2
z+A s2+A gy, )8 ZH 4+ 4y

2¥(2) = gqF(z) = .

The inverse Laplace transformof this equation is |aways positive because it
corresponds to a convol ution of positive function in the range ]0, co[.

The limit of the reliability of stand-by systens when the nunber of
spares approaches infinity is :

R¥(T) =

. 1 [A.exp(-vl.'r) - vl.exp(-l.'r)]
A-vy ;

’

This reliability, Rf(T), is always less than one for T greater than zero
and approaches 0 as T goes to infinity (Fig. 7) . The reliability difference

between a stand-by systemwith infinite nunber of spares and a stand-by system
with s spares is :

_ 3.9 (1)) M
(1) - 1) = (o), [W{i

. s+l

R(T)- = gR( tT) of the order of E%i_:}’_;__ .

This shows that stand-by systems with small nunber of spares performas well as
(or very close to) stand-by systens with very |arge nunber of spares when they
are used in applications requiring high reliability .

VWhen all the switches and fault-detection nechanisns are fail-safe, then
reliability approaches one over the whole tinme range [O,co]as t he nunber of

spares approaches infinity :

s .
BR(T) = 1 _2-1 1 . A . (l"'\’o) ! S 1 _ A ()\+vn)8 . Ts+1 o
Lz z0h (z4h+vy) s T (s+)T S

So, it is possible to state the mpjor linmitations inherent to stand-by
redundancy . Stand-by systens have always a linmted reliability (conpletely
fail-safe switches can not be realized) . For ideal systens, reliability
i ncreases as the nunber of spares increases but the marginal cost of reliability

increase is very high .
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C-3 Characteristics of real stand-by systens

C-3-1 Description

The previous section was concerned with ideal systems . This section
focuses on nmore common stand-by systems . The failure rate of unpowered
conponents is generally different fromzero . In what follows, it will be
assuned that the failure rate of unpowered nodul es is constant and equal to M-
The ratio of active failure rate to inactive failure rate is called the
dormancy factor and will be denoted by k .

Sone stand-by systens have only one fault-detection nmechanism(Fig. 8)
The major problemthat arises in the nodeling of such stand-by systens is to
determne the interdependence between the reliabilities of the outputs of the
fault-detection mechanism . When this interdependence is not known, it is
i mpossi ble to accurately nodel these systems . Miltiple output fault-detection
nmechani sns may be such that its outputs are either all correct or all faulty .
St and- by systens with such a fault-detection mechani smperformpoorly . Any
failure inside the fault-detection nmechanismresultsin a systemerror . For
fault-detection with nultiple output, interdependence between the out put

reliabilities decreases the overall systemreliability . Thus, it is inportant

to carefully design fault-detection mechanisnms to avoid such interdependence .
If all the outputs have the same reliability and are independent, then stand-by
systens with one multiple output fault-detection nmechanism (Fig. 8) are

equi valent (on the basis of reliability) to stand-by systems with one fault-
detection mechani smfor each nmodule (Fig. 9)

Only stand-by systens with one fault-detection mechanismfor each nodul e
will be analysed They are equivalent to the nost efficient sytems with only
one fault-detection nechanism . Furthernore, they are sinple, straightforward
and the only ones for which detailed analysis is possible .

Power switching will be assuned . The npdel can be adapted to systens with
logic switching (spares are kept powered) . The nodules should be OR-tied to the
bus whenever possible . Wen this is not possible, each nodule bus connection
shoul d be controlled by the corresponding fault-detection nechanism. This
i ntroduces additional causes of systemerror.. However, these system failures
may be lunped with those introduced by the fault-detection nmechanisnms . Al the
switches and fault-detection mechanisns are kept powered at all tines . So, a

fault-detection mechanisnorswitch nay fail even after the cor§e8ponding modul e

12
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has been renoved . Sone of these failures may cause a faulty nodule to be
switched back on . This case of systemfailure (that can al so happen in the

modul e - bus connection) wll be taken into account

C-3-2 Model for real stand-by systens (conplete error detection capability)

Stand-by systens as shown in Fig. 9 can be nodel ed using Markoff chains
The rate of safe (unsafe) failures for each set.switch -~ fault-detection
mechanismis Vo (ul). In this part it will be considered that fault-detection
nmechani sns can detect all the mbdule errors . In a second part, the effect
of partial fault-detection will be taken into account

The states of stand-by systens can be divided into two classes ; the
class of states sPi for which no unsafe failure has occured in the sw tches, '
fault-detectors and nodul e-bus connections and the class of states sQi for
whi ch unsafe failures have occured . The effect of an unsafe failure in the
switch of the active nodule is equivalent to a cancellation of subsequent
modul e-error detection (or repair) . Unsafe failures in switches of fault-free
spares result in establishing an uncontrolled nodul e-bus connection . Any
subsequent failure of the nodule will result in a systemfailure . Unsafe
failures in the switches of failed modules result in reestabl i shing a module-
bus connection which causes' inmmediate system failure . Safe failures are equi-
valent to module failures followed by proper repair . The effect of safe switch
failures can be reduced to a decrease of the nunmber of fault-free available
spares

The Markoff chain for real stand-by systens with conplete fault-detection

capability is given in Fig. 10 . The states F2 and sF3 represent the

F
s 1 s
failed states . sF1 corresponds to system failures due to spare exhaustion .

sF2 corresponds to system failures due to occurrence of a failure in a nodule

with a failed switch (unsafe switch failure) . State sF3 regroups the failures
due to occurence of unsafe failures in the switches of failed nodules .
The transition probability between state sP1+1 and state SPi is equal to

A+(1+1)u+(i+1)y0 (the last spare does not have a spare) . The transition

probability between state Bpi and state sQi

unsafe failure in switches corresponding to fault-free nodules) . The transi-

is equal to i.ul (probability of

tion probability between state sP and state BF3is equal to (s-i).v1 (unsafe

i
failures in switches corresponding to failed nmodules) . The transition probabi-
lity between state sQi and state 3F2 is N ( probability of an error in a nodul e

that has a failed switch)

14
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Fig..10 . Markoff chain for ¢ @ tread-by system with 8 spares

(power switching only for modules) .

The Laplace transformof the reliability function is (Appendix I11)

1l
a) i [
z+8.v, z+A z+s.v1+vo+I z+S.vy J

v
- lo.Po(Z) 1 - 1 + x 1y 1  — 1
z+s, "1 z+8, v Z+A z+s, v1+vo+ll‘

The termsPo(z) i's equal to :

s-1 N
A+( 141). (12“’0) A | 1

P (Z) =
- I7
A A
| ‘o zZ48, i +A+1.(,K+ "0) | . zHs.v 48, (,E+vo) A
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When the nunmber of spares is large, a good approximation of the reliability is :

;EIT) =11 - X.le | exp(-s.vy.T)
()\"S-\’l)o( - + \)O )
k
+ Vi . ___l_, 1. exp(-A.T)
s.v;tvgt % +\ 8.v3-A
- V1 - [s +- Ll - ] exp(-(s.v1+vo+-ﬁ ). ) -,
B.vytvat 2 -\ - vot =
V1™Vo" o 0" %

VWen the nunber of spares goes to infinity, the limt, R*(T), of the reliability
function is :

g*(T) = exp (-)\ .T)

So, when the nunber of spares approaches infinity, the reliability of stand-by
systens approaches the reliability of sinplex systems . This clearly indicates
that the best nunmber of spares is not infinite (sinplex systems perform as

wel |l as systenms with infinite redundancy and they cost infinitely less) . A
stronger remark can be made . Maxi num redundancy is equivalent to no redundancy

at al

However, when all the switches are fail-safe (v1=o), the reliability of
stand- by systems approaches 1 as the nunber of spares goes to infinity . This
clearly shows the inportance of careful design for switches and fault-detection

nmechani sns .

-16



C-3-3 Stand-bv svs tems versus simplex svstens

Stand- by systenms with infinite nunber of spares have the same reliability
as simplex systems . The question that immediately arises is : is redundancy
useful or harnful ?

Any stand-by systemis nore reliable than a sinplex systemfor a short
mssion time . Wwen the missiontinme is small conpared to the sinplex mean-
life, sinplex systens have a probability of failure proportional to tine,
whi | e stand-by systenms have a probability of failure proportional to tinme
square . For short mssions, stand-by systems achieve very high reliability
gain over sinplex systens

Gven a redundant system it is interesting to know whether or not it
is always nore reliable than a sinplex system(and if it is not, over what
time range it is nmore reliable) . Wen time is nuch larger than the sinplex
mean life, the reliability of stand-by systems is approxinated by

’ <S+8)
gR(T) =11 + b a=1 _ a [1 - (_S.__)] e;(p(—)\.T)

s.b+l-a b s.b-a s+s.b
s
v
with a = A)\ b = lA
v+ L o,
V 4+ -
0 k 0 k

If ais less than 1 (dormancy factor equal to one), sR(T) is always |ess
t han 0R(T) (Appendix V) . So, every stand-by systemw th a dormancy factor of
one will be less reliable than a sinplex systemif it is used for a long time .
Wien the dormancy factor is large, for every value of the paraneters N, v Y
there exists a nunber S0 such that systens with nore than ﬁ)spares are al ways
nore reliable than sinplex systems . Fig. 11 indicates if a systemwth s spares
is more reliable than its nodules . For large dormancy factor, alnobst every
stand-by systemis nore reliable than a sinplex system. Table 1 gives the limt
on the mission tine after which stand-by systens are less reliable than sinplex
systens .
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Aapts 1, 5‘.5-.1 7.6 | 63|37 |46 |47 |a3] &4 |3.8|36 |34

A== 1 (] 62 43 36 34 30 26 . a 24 21
¥o=-1,8=.01

Aep= 2. >100 [>100 [>100 [>100 >100 [>100 |>100 [>100 |>100 [>100
"d'-l-!l\'v-“l . |

Tablel . Time® ¢ which® rend-by® 34100 becomelessreliablethansimplex
® ptr8 .
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C-3-4 Reliability curves

Stand-by systens have a reliability very close to one for short nission
time and very close to zero for long mission tine . Systems with |arge
number of spares and fail-safe switches have a probability of failure that
approxi mates the step function U(T-T) :

R(T) = 1-U(T-T) = jl £ T<T
8 loif T>T
1 & 1 s+k :
—_— = =, . — i k and k>1
g+ v 2 ita O 7 ax
(0] i=0
= ;-.[Log(s+1)+C]ifaiS close to 1

Cis the Euler constant (Appendix V) . Wen the switches and fault-detection

mechani sns are not fail-safe, the reliability of stand-by systens approaches

vy

R(T) = (s+), — ~ _ _
s() (s+1) s.v+v0+y-)\

[exp(-A.T) - exp(-(s. v+ léﬂl).T)].
I 1

+[JY(T)'- expc-s.ul.ﬂ.d('r-ﬂ] «|l Q- A_s‘%uvl ).exp(-s. V)

1 +V0
v A
h 1 AT
8.V + IpHI-X ( +S.v1_)\) exp( )
V
1 A - )
8. Y+ Up+-A (Voﬂl 1) exp( (s.v1+ %ﬂ‘l)‘T)

with : 6(T—x) % f(T) =f(T-x) if T>xand =0 if T< x .

These approxi mations show that stand-by systens have good reliability when

they are used for mission times |ess than-‘.and very |0wre||ab|||ty for |0nger
. . . A

nfssioh times (Fig. 12).. For very small mssion tines, a sinpler approximtion

can be obtained easily . Stand-by system probability of failure is close to
the probability of unsafe switch failures .

-

Because of this special characteristics, stand-by systens are very.
interesting for application with a given nission tine (space application for
exanple) , Stand-by systens are very reliable up to a certain point in tinme (f),
then, after that, the reliability drops very -quickly . Table 2 lists the mean-
life for some stand-by systens .
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,———

S spares, A=1, Yp=-1. ¥,=.0001, k=1
Relisbility '

1 /10 spares, A=1, V(=.1, ¥ =.0001, k=1
’ ,’-----
/ S spares,A=1, V=.1, ¥=.0001, k=100
) V abdadaiid
4 ’
,/ 10 spares,A=1, Vy=-1. ¥;=.0001, k=100
g P,
.8 | ;
.6 .
4 1
.2
(/] —— — + B ————— - &= Time
0 1 2 3 4 s ] 7 s ] 10

Pig. | 2 . Relisbility of stand-by ® yatem8.

v, = ,1 v = .1 vy =.0001] v =.0001
1 1 1 1
k-1 k = 100 k = 1 k = 100
s =1 1.367 1.743 1.476 1.900
r-3 1.570 a.349 2.020 3.470
t
? =35 T.54% 2.201 2.358 7806
3 = 10 T1.34% 1.808 . 3.880 7.462

_Table 2 . Mean life of rtand-by systems (A= 1 and y = p ) .

o 1
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C-3-5 Best nunmber of snares

When the nunber of spares is larger than one, the first ternms of the
Tayl or expansion are :
T2
2

RT) ~1 = ul[s.(A+v0+m t AL 5

12

S

2
~ T
JF( = v [)\ + s, (A+v0+ll)]. e
(cf. Appendix 1V) . Wen the nunber of spares is one, the first termof the
probability of failure is :

2
sF(T) ~ [Vl (2.A+ V0+ﬂ) - A (\+ vo+u) ] , T2

So, as time approaches zero, the probability of failure of stand-by systens
wWith s spares is lessthan the probability of failure of systems with s+l spares .
Stand-by systens with only one spare are the nost reliable

Wien time goes to infinity, the approximation for reliability is

b a-1 a
R = - -
s (™ [1 + s.b+l-a b s.b-a 1
V
with: a = ___é___., b= 1
v
o+ H v, + K
Ccf. Appendix VI) . If a is greater than.one, this function decreases towards

exp(-A.T) as s goes to infinity . So, there is a nunber of spares, Sm whi ch
gives the best reliability . sm depends upon the failure fates, and is large in
general,. However, when that nmany spares are needed in order to provide the
best reliability, the reliability obtained is very small . In the useful range
of utilisation, one can say that the best nunber of spares increases (and is
 ess than Sm) as the mission tine increases (Fig. 13)

Wien a is less than one, the reliability function increases towards
exp(-A.T) as the nission tinme goes to infinity . So, the best nunber of spares
goes to infinity as the nmission tine approaches infinity .

Fig. 13 shows the best number of spares for real systems . It increases
as the dormancy factor increases or as the rate of unsafe failures decreases .
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number of spares

0 I
6
6 A
7
6 0
] ¥
4
4 » A (] 0
s A 0
a . ° ]
1}
0 Tine
10~3 103 .1 1 10 l 0o

e: Aal, "o"'l"l' k=1

Oz A=l, Yp=y=.1, ke100

%2 Aal, Vo=-15 ¥;=.0001, k=1

Al Am, ®=.1, 1;=.0001, k=100

Fig. 13 . Best number of spare8 a8 a function of time .

a

When all the switches and fault-detection nmechanisns are fail-safe, the
di fference between the reliability of a systemwith s spares and the reliability

of a systemwith s-1 spares is :

s-1

. ) A
. -1 A+l (v + 1l
sR(T) - o_yR(T) = 7| 1T (v _?)x . " )
10 z+x+1.(vo + T:) z+"+s-(vo + ‘;)
This difference is always positive . It corresponds to a convolution of positive

functions . Stand-by systems with one spare are always nore reliable than sime
plex if switches are fail-safe . So, any stand-by systemw th a fail-safe switch
has a larger reliability than sinmplex systems and addition of spares always
increases the reliability (which approaches one as the nunmber of spares goes

to infinity)
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C-3-5 Effect of inconplete error detection capability

The previous results were found assuming than fault-detection nmechanisns
were able to detect any nodule error that could occur . However, such an
assunption is not always valid . If fault-detection mechanisms can detect only
part of the possible nodule errors, SOne errorsin the active nmodule may not
be detected.If |-c is the probability that an error in the active nodul e goes
undetected, the Markoff chain is given in Fig. 14 . The Laplace transform of

the reliability, );RC(T), of a systemwith s spares (nodule failure rate = A) is :

A 1 4 1 c.A
SRC(z) = z+(1-c) .A+s.V; ¥ ﬂ&'z+(1—c).)»+s.vl+llo+ll [s - Z+(1-C)-)\+S-V1]

1 Y 1 c.A
*eeh Py (@) [z+(1-c).)\+s. ATy W (S RN e [“ z+ (1) .A+s.v1]]

The term c‘)“sPO(Z) is equal to (Appendix VI.)

, B c.A+j. (lf0+ﬂi ]
c. A Po@) = It e v 3. (Gy*)
j=0

It can be easily seen that sR():(z) is equal to st;)i(”(l_c)')‘) . So, sRi\(T) is
equal to exp(-_-)\(l-c).T).stﬁ‘(T) . This relation gives a way to obtain..all the

results directly fromthe study of systenms with conplete fault-detection
capability .

_.Rﬁ (D) "= exp(=A(1-c) D -Asfz;;‘(l")

If e.Ais less than V0+Il, stand-by systens are always |less reliable than
sinplex systems in the long run . |f the relation is not true, then for every
set of parameters A, u, yo’vland c, there exists a number So such t hat
stand-by systems with nmore than S, spares are always nore reliable than
sinpl ex systenms . The nunber SO can be found directly fromFig. 11 .

Reliability curves can be obtained fromthe study of systems with
conpl ete error detection capability . The cut-off point, T,is the one obtained
in C3-4if ANis replaced by c.A. For a given mission tine, the best nunber
of spares for a systemwith inconplete error detection and a failure rate of

A for active nodul esis equal to the best nunber of spares for a systemwith
Corrp| ete error detection and a failure rate of c.A for active nodul e .
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2
Q-o)A (1-0)A Q-c)he
Oe.vl n-l.)\al
(-2).\:1 v
&q ’V &
A A A

Fig. 14 . Markoff dhain for stand-by systems with s spares
(inconplete fault-detection)
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D - CONCLUSI ONS

St and- by redundancy appears, on first approach, to be a very prom sing

method to inprove reliability . However, the use of stand-by redundancy,

gives limted results . It is inpossible, whatever the cost one
may wish to pay, to get high reliability for long mission tine . Stand-by
systens with infinite nunmber of spares performas poorly as sinplex systens .
For every stand-by system there exists a best number of spares which is
increasing with mssion time . Systens with one spare are the best for very
short nission time . The best nunber of spares is surprising small (five or
| ess for nost systens when the duration of the mission time is |ess than one
tenth of the sinplex nmean-life)

Even when the nunber of spares is chosen to maxinize the probability of
success of the mission, the success probability approaches zero when the duration
of the nission goes to infinity . Gven a stand-by system with a reasonably snal
nunber of spares, its reliability is very close to one for missions that |ast
less than a certain 1imit €, then drops very quickly to zero . The 1imit,C,
whi ch defines the useful life of stand-by systens, increases as the |ogarithm
of the nunber of nodul es (nunber of spares plus one) . As the nunber of spares
gets large, this property tends to disappear and stand-by system characteristics
approach sinplex system characteristics

The effect of the dormancy factor is very inmportant . |If power-off conpo-
nents do not fail, it nay be possible to design ideal stand-by systenms such that
addition of spares always increases reliability . However, even with infinite
redundancy, the probability of failure increases towards one as the mission
time increases . \WWen the spares have the sanme failure rate as the actives nodul es
(dormancy factor of one or ‘logical switching), any stand-by system becomes'
less reliable than sinplex systens if it isused for too long . Wen the dorman-
cy is greater than one but finite, some stand-by systens are always nore
reliable than sinplex systens

If the fault-detection nechanisns are designed to catch only a fraction, c,
of all possible nmodule errors, perfornmances decreases . A sinple relation
between the reliability of systems with inconplete fault-detection and systens
with conplete fault-detection has been obtained . The best nunber of spares for
a systemwith coverage ¢ and k gates per nodule is equal to the best nunber of
spares for a systemwith c.k gates per nodule and conplete error detection, but

the best reliability that can be achieved is nuch | ower
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In sunmary, one can say that stand-by redundancy nay be very useful when
it is properly used . Stand-by redundancy shoul d be used to increase the
reliability at the end of mssion time, rather than to increase the mnission
time for a given reliability.. Stand-by redundancy, because of the step shape
of reliability, is very useful for application with fixed m ssion duration
However, very careful nodeling is necessary . The use of too many spares nay

decrease significantly, or even negate, the reliability gain obtained over

sinmpl ex systens .
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Appendi x |

Assume that there does not exist a finite best number of spares .
Then the reliability is nmonotonicly increasing with the nunber

of spares . But

.. q q
Limt [c(s+1)Rs+10"u’T) - c(s)RsO"”’T)]i [‘C(S+1)-C(s)3'

8 —»®
q q.A
[c(s)n A\,u,T - (T - 1). (l-exp(-u.Tﬂ <0

So, for every time T, there exists a nunber S such that systems
with more than S spares have, at time T, a reliability less than

the reliability of systems with S spares .
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Appendi x |1

Reliability of' ideal stand-by systens

8
R(T) - P (T) - Q. (T
8 s 1 s J
Z JZI

=0
d sps(T)
—dT = =-(A+ v+ Vl) . sPs (T)
d spi(T) " A
T = "'( Vo-f-vl) . SPi(T) + ( + Vo) . SP1+1 (T)
d Q. (T)
_8J  _
. . A. sQJ (T Vl . sPJ ¢y
‘BPS(T-_-O) =1 8Pi,('r=0) = 0 for 1 € {0,1,2,...,811}
SQJ(T=0) =0
@ 1 8 A+z’ )
sR(Z) = f exp(-z.T) . sR(T) .dT = ; Py z (m +
0 k=l
A O+ y)®
Z (@+N . (ZtA+ V0+ lll, )

Limit R(T) = Limn[s“‘n(z)] Y Limit R(z)] =§‘[l LA —"l]
s s s. z oz

8. ® 5 - z+A z+yl

.
X-—_V]‘A'exP(—Vl'T) - Vl

.exp(-)\.T)l
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Appendi x | 11

Reliability of real stand-by systens

SPS(T':O) =1

dsPs(T) _ _ s (vt
T. = [)\(1 + )+ s(vgt 1)1 . sPs(T)

ds:’;('r) = - [X(l + l—i‘) + 50y, 4 i'“o]'spi(T) + [k(1+_i..;_1_) + (i+1).\,03‘ $Pi 41 (1)

M = - X.SQJ(T) + j.vl.SPJ.(T)
dT

Usi ng Laplace transform and conmbinatorial fornula [11]:

8
N P (z) 1 [
B 1 = e | 1 = X, _Py(2
f:o zs.v) ="l )3
s-| s-1 S|
Z d_Q,(T)
T = v Z 1.SPJ(T) - A Z sQi(T)
1= 1i=0 i=0
s
_ 1 A
z i..P(2z) = - [s - ——— . (1A P (2)) + A.SPO(Z)]
Z+S.\)1+\b+ -— Z+S|\J1
i=0 k
sR(z) — . : [s A
- z+s.v1 Z+\ z+s.v1+\;o+-‘-);- . z+S.v,
- A Po(2) r . (1 P Y V)
z+s.\)1 z+s:v1 Z+A z+.sx.\,v1+\:(_.,+7‘i
T (). Gg)
i A+( 1+1).(3+
spo(z) = n ( (E Yo !
‘o z+8,V HH'(])E + vo) . z48.vV . (%‘E+vo)+)\
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Appendix |V

Pol es and resi dues of sR(z).__:

Resi due for the pole -4 =0

Residue for the pole =( 16+ V1+ —}‘3(-) =0
s+a
[ r (%)
A 1 b a-1 __a | _ s /
Residue for the pole -A=r = 1+ s.btl-a 5 s b-a (s+s.b
L N s ’
A v
with: a = g b= ‘A
ot % Yo +ii
s
(i+a)
|4 .

: =0 1
Residue for pole =(Ms.V +3(U#m)) = (-1 lj, G=DT 313 [1+J‘s.b+J a+j—1]

Theor em

If ais less than one, r, the residue for the pole -A is al ways

less than one . |f a is equal to one, r is |ess than one for s

finite and equal one for s infinite . If a is greater than one,
r approaches one (decreasing towards one) as s goes to infinity .

So, for every value of b, if ais greater than one, there exists

a nunber So such that s greater than S0 implies I greater than one

Proof ' ;

_-a _ s s always negative for a, b positive

So, If a"i1s less than one,  js always |ess than one for every s .
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If ais equal to one, r is less than one except if s Is Infinite .
If s Is Infinite, r is equal to one .

Formal derivation of Gamma functions is not very easy . So,
formal derivation of r with respect to s will not be nade .

However, as s goes to infinity, r approaches one (In decreasing)

Limt -(Sgi-_s—b)) =1 ]
8-»®

(s+a)
Limit 'ai)' s 1-(—5.75)- =i’6'—‘- >0 ifa>1
8- ®
‘ L
Limit r = Limit |1 +—0— &L _ ¥
8 - @ 8 » [ 8 b+l a bI

So, as s goes to infinity, the residue r approches one but is
bi gger than one for finite s . This inplies than there Is a value

S, such that, If s larger than s, the residue s is larger than

0’
one . The residue for s=1 Is less than one for every val ue of

a and b . So, s0 is always bigger than one . Exact values for

Sp 2 2 function of a and b are given in Fig. 13 . Curves show

that, if s is less than s_, the residue r is | ess than one .

0’
Mean-1life

Mean-life = ML. = 7R(t) dt = R(z._O)
()]

8
1 o
1t V1=0, then M.L. = z id To
1=0

| f ul;éo, then ML. is | ess than To. Any cause of failure which

exists in systems with perfect switches exists also in systems
with Inperfect switches . Furthernore, SYStems with unsafe switches

have other kinds of failures . Simlarly, the mean-life decreases
as the failure rates of nodules, Switches and fault-detectors increase .
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Appendi x V

Approximation of reliability by Dirac function

_ i, _
| f Vl = 0 then sR(z) - L1 A.SPO(Z)]

pe

1
1, .
z

s

B ARS e

1
1

S S1 1 J
> [ sl

T ~ %\ ,[Log(s+1) + c] if a~1, Cis Euler constant, C=.57721
a s+a
~ = — If a>>1
T= F Log a-1
8
z+s.Vy 1.)
if v, # 0 then BPO(Z) ~ exp(- a Z) i+a
i=

=f(T) -t o(1) = WD if <7
3: f(T) + g(T) = exp(-s.vl.T).g(T—ﬂ if T>T

I

-1 ' 1, o]
with ,f(T) (s+1). & Yy y1+V0+u)

lg(T)

1
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Appendix VI

Reliabi 1i ty of real stand-by systems (inconplete fault-detection)

SPS(T:O) =1

dsPs(T) - [)\(1 + ;ﬁ) + s(vo-wl)] . ¢Ps(T)

daT
S R R R L [ (1e2).v, | R
M - A.5Qy(T) + J.vy. Py(T)

dT

Usi ng Laplace transform:

B . -
N P, (z) = 1 [1* P
L 8t Z+ e htsy s 0(2)3
i=0
s-| s-| s
d_Q, (1)
s i
> B! PIETEHOREEESDIINC)
151 1=0 1=0
_ 1 v 1 A
] ) - . c.
s Fe(?) z+(l-c) . A+s.yp + i;l:i 7+ (1-c) A+s. .V + Y+l [S - Z+(1-C)-)\+S-V1].
+c.A, P L - 21 1 e
c.A. gPp(2) {z+(1w).k+s.V1 ZtA z+(1-c).h+s. V) + Yy ﬂ[ z+(1-c).}\+S.V1]-|

The term c.A.SPO(z) is equal to (Appendix VI I) :

c.A. P(Z)=

. 8 [ C.A+]. (v+u)
J"'O =y VR D (uo+u)],

A A
JRNT) = an‘l’ (T) . exp(~(1-c).T)
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