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ABSTRACT

Dynam c sel f-checking is a technique used in conputers to detect a
fault quickly before extensive data contam nation caused by the fault can
~occur.  Wien the self-checking properties of the conputer circuits are not
perfect, as in the case with self-testing only and partially self-checking
circuits, the recovery procedure may be required to roll back program exe-
cution to a point prior to the first undetected data error caused by the
detected fault.

This paper presents a nethod by which the rollback distance required
to achieve a given probability of successful data restoration may be cal -
culated. To facilitate this method, operational interpretations are given
. to famliar network properties such as the self-testing, secureness, and
sel f-checking properties.

An arithnetic and logic unit with inperfect self-checking capability
i s-anal yzed to determne the mninumrequired rollback distance for the

recovery procedure.

INDEX TERMS: checkpoi nt, rollback distance, rollback interval,
sel f-checking, self-testing.



| NTRODUCTI ON

Conputer systens can be fault tolerant only if recovery from
a fault detection can be successfully acconplished [I]. Recovery is
-~ defined [2] as the continuation of system operation with data integrity
after a fault is detected. Data integrity nust be restored by
overconm ng the data contam nation that may have occurred prior to
fault detection. The error-control provided by the self-testing and
sel f-checking properties of logic networks can be an inportant asset
to the recovery procedure [3,4].

A network is self-testing [3,5] for a fault if at |east one

nornal |y applied input vector results in a detection of the fault.
Coded outputs and code checkers are the usual neans of detection. A

network is secure for a fault if every incorrect output caused by the

fault is detected. A network that is both self-testing and secure is

sel f - checki ng

A fault in a self-testing network is eventually detected, but
undetected data errors due to the fault may be propagated prior to
fault detection. The additional property of secureness in a self-
checking network guarantees that no such propagation occurs, thereby
sinplifying the recovery process. The recovery algorithmin a self-
checki ng standby computer system for exanple, need not validate the integrity
of previously generated data. Program execution may continue inmediately
after initialization of the spare.

In some cases, a self-checking capability may be infeasible

or cost prohibitive in terms of hardware, software, or tine redundancy.



The alternative is an imperfect-self-checking capability provided

by networks that are self-testing for a fault, but not completely
gsecure, Self-testing only and partially self-checking [6] networks
_ provide this capability,

Program rollback may be necessary to restore data integrity when
the self-checking capability of the system is imperfect. A successful
data restoration can only occur when the program rollback is to
a point prior to the first undetected data error.

The required rollback dietance for successful data restoration
is critical in real-time control applications where commands, once issued,
cannot be rescinded. In this case, the required rollback distance
translates to a required output buffer delay. Application dependent
re;quirements may place a bound on this delay, thereby constraining
the attainable reliability,

This paper presents a model to quantitatively describe the roll-
back distance required for successful data restoration in imperfect-self-
checking networks.  The model is probabilistic so the rollback distance
iIs a function of the desired probability of successful data restoration.

In an operational sense, the required rollback distance is the
only property of interest for an imperfect-self-checking network.
Classifying a property of a network with respect to a certain fault set
reveals little about the operational behavior of the network 1if the
fault set does not include every fault that is reasonably likely to occur.
The familiar dynamic checking properties are re-defined to facilitate

an operational approach to the analysis. The error latency model



[7,8] is basic to the analysis.

An exanple arithmetic and logic unit (ALU) with imperfect-seif-
checking capability [9] is analyzed in section 4. This ALU exenplifies
the design techniques used in the Stanford SDC-16 conputer. The required
rol I back distance is plotted as a function of instruction mx

In the following a fault is a physical defect that changes the func-
tion realized by a network. An error occurs when data assunes an incorrect

val ue due to a fault

THE ROLLBACK I NTERVAL OF A FAULT IN AN | MPERFECT- SELF- CHECKI NG NETWORK
In a system environment, an inperfect-self-checking network with a
“fault can respond to the application of an input vector in three mutually
exclusive ways, denoted by C, D and E
C (correct response) - Correct data is generated
and propagated by the network

D (detection) - A fault is detected, initiating
system recovery. No data is propagated.

E (error) = Incorrect data is generated or
propagat ed undetected by the network.
A fault is detected by a checker that signals the appearance
of a noncode output vector [10]. The detected fault may be interna
to the network or it may be a fault in a predecessor network that causes
the application of an inproper input vector. In the latter case, the
detected fault is viewed as a nultiple fault sticking each input line

of the network to the corresponding bit values of the inproper vector



The input vectors applied to a network in a conputer are
generated by a process too conplex to describe in the general case.
A reasonabl e approach is a probabilistic description. W assune
“'successive input vectors are applied to a network randomy and
i ndependently.  The probability of applying a given input vector is
specified by an input-vector probability distribution, which is
assunmed known.

Definition. The conditional response probabilities

c,, d,, and e, of a fault Fi in a network are the condi-

tionai

probabilities of the responses C,D, and E repect-
ively, given that the fault Fi is active in the network:

¢y = Pr[C|Fi] di = Pr[DlFi] z Pr[EIFi] .

%
Every input vector with a nonzero probability of application

oo beldﬁgs to the set of normal input vectorsM . A fault Fi partitions
the set M into three subsets ne,, n!&, Né;. An input vector Xis

a nmenber of the set nei, ng)i, or Jl&iif the application of X to the
faulty network elicits the responses C, D, or E respectively. The

condi tional response probability ci, d;, or ei is equal to the sum of

the probabilities of those vectors belonging to nei, ny,, or nsi.

ey -zPr[xj] d, -z Pr[Xj] e, =z Pr[xj] (2.1)

j:ngnei j:XjenfDi j:xje'ﬂsi

The conditional response probabilities depend on the input vector

probabilities. The conditional response probabilities sumto 1.

Exanpl e 1: In the one-out-of-eight decoder [11]in Fig. 1, a fault
detecti on occurs when z,z, = <0 0> or <1 1>. Assuming equal ly-1likely
input vectors, Table 1 lists the single stuck-at faults and their

respective conditional response probabilities.



Fig. 1. - Aone-out-of-ei ght decoder.

Table 1. - Conditional response probabilitics Of the single stuck-
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at faults in the network of Fig. 1 (cqually-likely i nputs).

Lines stuck-at 1 <, di e, Lines stuck-at 0O
1-3 .500 0 .500 1-3
52-59 125 o | .815
875 0 125 52-59
4-9,L42-51 .500 | 500 0 4-9,50-51
10-33 875 | .125 0 10-49
34-41 125 | .500 | 375




Tabl e 2 defines the dynam c-checking properties of a network

with respect to a given fault F, in terms of the values assuned by

i

the conditional response probabilities of F |
1

‘Table 2. - The dynam ¢ checking properties of a network.

unt est ed di=0

sel f-testing d,#0

secure ei=0

i nsecure ei#o

sel f- checkin =
g di#O ei_O

The definitions in Table 2 are applicable to fault sets as well
as individual faults. A network is self-testing for a fault set ¥ for exanple
if"it is self-testing for every menber of ¥. The network in Fig.1is self-
testing for the set of single faults affecting lines 4-51, and self-checking

for the set of stuck-at 0 faults affecting lines 4-51

A fault in an inperfect-self-checking network need not
cause an imedi ate detection or error response. The first

error may precede or followthe first detection (Fig. 2).

fault occurs first error first detection
E D
fault-free error e | at ency
operation ' | at ency © difference
\

. detection' -
| at ency

Fig. 2. - Latency in a self-testing network.



Definition. The error latency EL, (detection |atency DLi)
-of a fault. E, is the nunber of inpu% vectors applied to a
network while F, is active until the first error (detection)

response due to Fy i s observed.

The nean error (and detection) latency can be extrenely large in

" some cases [ 7,8].

Definition. The latency difference LD. of a fault F, is

the difference between the detection |atency DL, and Ehe error

| at ency ELi ofFi(LDi=DLi—ELi).

The latency difference is positive (negative) when the first
erroroccurshefore (after) the first detection. The latency difference
is never zero. The mninmum rollback distance required for successful
data restoration after a first time fault-detection is equal to
lnax(LDi,O) .

#- The latency difference is equal to positive n when the first
error occurs, then n-l1 non-detections, and then the first detection.

Any nunber of correct responses may precede the first error. The

probability that the latency difference is equal to n is,

Pr[LDi =n] = (l4cgte 2ve 3+..*)(ei(1-d1)n'1di)

i i
= (dge,/(eptd,)) (-1 020 (2.2)
pr[Lp, =-n] = (1+ci+c12+c13+...)(di(l-e)n—lei)
= (e /(e+d)))(1-e )™ 5 n0. (2.3

The probability that the latency difference is greater than n is,

oo

d, e e
i1 j-1 i n
Pr[LD,>n] = E == (1-d,)? = —=—(1-d,) ; n20. (2.4)
1 & e 1 dve, 4



Finally, the probability distribution function for the |atency

difference is,

e
- 1. - 1 i _a 3\ .
Pr[LDi <n] = 1 Pr[LDi>n] 1 e, (1-d))" i n>0. (2.5)

Wien the latency difference is less than or equal to n, the
first error occurs after the first detection or at most n inputs before

the first detection. Assumingthat a programrol | back restores data

integrity, a successful data restoration occurs when the rollback is

at least to the point of the first error. Equation (2.5) describes
the probability of successful data restoration when the rollback
di stance fromthe point of detection of F1 is n inputs.

Wen n is zero, equations (2.4,2.5) have the follow ng degenerate

forms,

L}

'Pr[LDi >0] Pr[first E before first D]= ei/(e1+di) (2.6)

pr[LD, <0] Pr[first D before first E]= di/(e1+d1)' (2.7)

Equation (2.6) is inplicitly used for the specific analysis of a

checked decoder in [11].

Definition. The rol | back interval rb(x)i of afault F, in

a self-testing network i s the mninumrollback distance (from
the point of detection of F,) necessary to have probability of
successful data restoration™at |east equal to x.

If x isless than or equal to Pr[1st D before 1st E]then the
rol I back interval is zero. If x is greater than Pr[1st D before 1st ]
then the rollback interval is a positive integer. A positive rollback
interval is obtained by setting the left side of equation (2.5) to x and

solving for n.



log(l—x)+log(l+(di/ei))

rb(x)i= max ,0 (2.8)

1og(1-di)

Note that the rollback interval of a fault Fi is only defined when
the network is self~testing (dif 0) for F;. If the network is also

secure (ei=0) for Fi’ the rollback interval is always zero.

Example 2, For the fault Fi=34 stuck-at 1 in Fig. 1,

=.125, d,;=.500, and e =.375. The probability distribution function
of the latency difference is plotted in Fig. 3. The rollback interval
rb(.99)i is 6 inputs; the probability of successful data restoration
given the detection of Fi’ is at least .99 when the rollback distance

is 6 inputs or more,.

.6 f«Pr[first D before first E]

r{ = di/(di+ei)
a A
o v
5
S rb(.99),6 —}-

|

+ — + + r— + 4
5 6 T 8 n —s

Fig. 3. - The probability distribution function of the latency difference

o a fault Fi'
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Theorem 1. If Prin is the probability of the least-likely input vector
in the normal set M of input vectors, then the upper-bound on the roll-

back interval for any fault in an inperfect-self-checking network is

.denoted by th(x) 4 and is,

_ log(1-x) _
P ” ‘“"’(PT—T | )

Proof. Equation (2.8) indicates that the rollback interval has maxinum
val ue when dy has m ni num val ue and ey has maxi mum val ue. The m ni mum
possible value of d, is p whi l e the maxi num possible value of € is
i min I
1-Poyn This condition occurs when the |east-likely input vector causes

a detection while the remaining input vectors cause an error.

-

Wien each input vector in the normal set M is equally-likely then

Prin = /N where Nis the cardinality of M. Table 3 lists the upper-

bound rol |l back interval for this case.

Table 3. - Upper-bound rollback intervals for N equally-likely
i nput vectors.

N [ro(.95),, [re(0 LA || N |re(.95)y, | re(Viklals
6 16 25 16 46 71

7 19 29 32 ok 145

8 22 34 64 190 92

9 25 39 128 381 587

10 28 43 256 765 1176

. 512 1532 2355

. 1024 | 3066 4713
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One recovery philosophy is to set the rollback distance equal to
t he upper-bound rol | back interval rb(x)ub. Then the probability of
successful data restoration is at least equal to x for any fault that
may occur. This "upper-bound" philosophy uses a sinple analysis that
leads to a rough approximation (i.e. the upper-bound) of the rollback
di stance actually required

Two ot her recovery philosophies use progressively finer
approximations to the required rollback distance, but at a progressively
greater cost of analysis. The increased accuracy generally allows
the recovery philosophy to set a shorter rollback distance while main-
taining a given probability of successful data restoration. A "worst-
case" philosophy is discussed below and a "fault-set" philosophy is
discussed i n the fol | owi ng section.

In the set of reasonably likely faults in a network, the fault with
the greatest rollback interval is the worst-case fault. The "worst-case"
recovery philosophy sets the rollback distance equal to the rollback
i nterval rb(x)wc of the worst-case fault. The probability of successfu
data restoration is at |least equal to x for any fault that occurs.

The worst-case fault is discovered in tw steps. The first step
is to forma list L1 of reasonably likely faults with their corresponding
condi tional response probabilities. |If the set of reasonably Iikely
faults includes all single stuck-at faults, then only one menber of each
fault equival ence class [12,13) need be listed, If all multiple stuck-at
faults are to be considered, then the enornous nunber of faults to be
listed may be significantly reduced by a method discussed in the appendix

to [8].



In step 2, the worst-case fault is chosen fromthe list L1,
Unfortunately, the choice of the worst-case fault depends on the

probability x of successful recovery desired, Exanple 3 illustrates

., the problem

Exanple 3. Let L1 be the list of faults Fls F) and F3be|0ML

F1: ey = 930 dl = 020 e, = .050
F2: c, = , 985 d2 = 010 e, = .005
F3: cy = .994 d3 = ,005 ey = , 001

The probability distribution ‘function of the latency difference is
plotted in Fig. 4 for STRIY and Fi. I f x1.286 then the rollback
interval is 0 for all three faults and there is no worst-case fault.

If .286<x<.843 then the worst-case fault is F. | f .843<x<.916 t hen

the worst-case fault is F2, and if x>.916 the worst-case fault is Fj.

l.o -+
F /
.916
.8 /.jg'/
A
.6
e worst-case segments
N J
A"
N
. A .26
.2 ]
0 50 100 150 n -»

Fig. 4. - The probability distribution function8 of three faults, each of
which is a worst-case fault in turn.

12
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The following algorithmforns a greatly reduced list L2 of faults

fromwhich the worst-case fault is chosen.

Al gorithm 1.
1. Initially all faults in list L1 are unmarked and Ii st

L2 is enpty. Mark those faults in L1 whose d =0 or
whose e,=0.

2. Set k equal to the mnimmof the val ues d1/e1 cor-
responding to the unmarked faults in list LI1.

3, Fromthe faults with di/ei equal to k, choose the

faul t Fj wi th mnimum val ued dj. Set g=dj and add

Fj to list L2.

4, In list L1, mark all the faults with di/ei equal to
k and all faults with di > g. If an unmarked fault
remains in L1, go to step 2. Otherwise exit

-

-Theorem 2. |If a worst-case fault for a given probability x of successfu

data restoration exists, then it is in the list L2 generated by algorithm 1.

Proof. Step 1 elimnates faults for which the network is untested or
secure. The rollback interval is undefined in the former case and

zero in the latter case. A fault is discarded when it is not added

to list L2 in step 3 and then narked in step 4. The probability distri-
bution function Pr[LDi.Z n] of a discarded fault is always greater

than or equal to the probability.distribution function of the fault
chosen for list L2; it is initially greater or equal at n=0 and rises
toward 1 at a greater or equal rate as n increases. Hence a discarded
fault can never have a rollback interval greater than the fault chosen

for list L2
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Algorithm1 is surprisingly effective in reducing the search for the
worst-case fault. In section 4 a list L1 of 156 faults is reduced to a

list L2 of 2 faults. The worst-case fault is chosen fromlist L2 by find-

ing the fault with the greatest rollback interval for a given probability

x of successful data restoration.
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THE ROLLBACK I NTERVAL OF A FAULT SET IN AN | MPERFECT- SELF- CHECKI NG
NETWORK

The worst-case recovery philosophy fails to assess the beneficia
" effects of the faults that are not worst-case but may be just as likely
to occur. The following fault-set |atency measure conputes the average

effect of all the faults in a fault set.

Definition. The error latency EL¢ (detection |atency DLg) of a
fault set F is the nunber of inpug vectors applied to a network
while one fault in §is constantly active, until the first error
(detection) due to the fault is observed. Inherent in the
definition and use of the fault-set error (detection) Iatency

Is an assunption that the one particular fault that becones
active is chosen from § according to sone conditional probability
di stribution

Each fault in § has a conditional probability of being the one fault
that occurs, given that sonme fault in § nmust occur. The conditiona
probabilities nmust sumto 1

Z Pr(F |§1= 1 (3.1)
1:Fi€§

The error latency of a fault set is discussed in detail in 18, 141.

Definition. The latency difference LD? of a fault set ¥Fis the

h

difference between DLy and ELg, where the network is self-testing
for every fault in §(LDg = DLS'ELE)'

The probability that the fault-set latency difference is equal to
n is obtained by sunmng the probabilities of the disjoint union of

subevents indicated bel ow,
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Pr [LDg=n ] = Pr[ U {LDg=n, F,}1=
1:F,€¥

D Pr[iD=n, F,J = O Pr (LD =nlPr(F,|$] (3.2)
1:F g ¥ . 1:¥ eF 1 1

The probability distribution function of the fault-set |atency

difference ngis an average of the probability distribution functions

of the latency difference LD, for each fault F, in ¥,

@
Pr [LDgsn] = 1 - 2 Pr [LDg=3] =
j=n+l

j=n+1

1 - 1:52185( > Pr(LD =n]Pr [Fi|3]> -

Z Pr (LD, <n]Pr [F, |5] (3.3)

1:F1€5

Definition. The rollback interval rb(x)g of a fault set ¥ in a
self-testing network is the mninmumrollback distance necessary
to have probability at |east equal to x of successful data
restoration froman undi agnosed but detected fault F bel ongi ng
to §.

The fault-set rollback interval rb(x)g is the mninmumvalue of n
- that nakes the left side of equation (3.3) at |least equal to x.

Wien ¥ is the set of all reasonably likely faults, the probability
x specif |ed for rb(x)s is the overall probability of successful data
restoration. The coverage factor [15,16] of a systemis the probability
of system recovery given a fault, Since successful data restoration is

a prerequisite of successful recovery, the probability x is an inportant
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factor of the coverage factor. To say the least, the coverage

factor cannot be greater than x. Because the nmean tinme to systemfailure
is extremely sensitive to deviations in the value of the coverage factor
from1 [15,16], it is critical that the rollback distance be

great enough to insure a value of x close to 1.

Exanple 4.  The network in Fig. 1 isself-testing for the single

faults involving lines 4-51. Table 4 lists the rollback interva

for this fault set when each fault in ¥ is equally-likely.

rb(.90) rb(.99)
upper - bound 18 3k ¥ is the set of single
Wor st - case 3 6 faultson |ines 4-51,
| fault-set 7 0 >

Table 4. - Rollback intervals for the network
In Fig. L (equal ly-1ikely inputs).

THE ROLLBACK | NTERVAL OF AN | MPERFECT- SELF- CHECKI NG ARI THVETI C AND
LOGICUNIT
In this section we determine the rollback interval of a noderately
conplex exanple, the arithmetic and logic unit (ALU) contained in the
i nperfect-self-checking network in Fig. 5 The network in Fig. 5 exem
plifies the inperfect-self-checking design techniques used in the
Stanford SDC-16 conputer [9,17]. W choose to anal yze the ALU since it

is the most "insecure" conponent of the otherw se self-checking SDC- 16.
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The network in Fig. 5 contains a bit-gliced (Fig.6), ripple-
carry ALU conposed of separate check synbol and data part sections, and
a checker/re-encoder. QOperands are encoded in an error-detecting
. . : : : *
code preserved by arithmetic operations, but not by logic operations.
The checker is enabled (ylyz = <0 1>) during code preserving operations,

so that a detection is signaled ( =<0 0>o0r <11>) if the preserved

Ziz2
check synmbol does not agree with the check symbol generated fromthe
output of the ALU data section. The checker is disabled (yly2= <1 0>)
during non-preserving operations, allow ng errors produced
by the ALU data section to escape detection and be re-encoded. In this
case an error_occurs.

The code is a | owcost residue code [19] with group |ength a=2.
A cc;deword has a 16-bit data part and a 2-bit check synbol. The check
symbol is equal to the data part modulo 2"-1=3, with check synbol <1 1>
recogni zed equivalent to <0 0> . Both the check synbol and data part
sections of the ALU have end-around-carry so that arithmetic operations

2-1 and nodul o 216-1 respectively (1's conpl enent).

are modulo 2
The effect of an arithmetic erroron a correct ALU output V
is tochange it to V nsR where in coding terminology, R is the
error_val ue. This code detects all error values of the forms + 23
P and + sz ¥ 23[17, 20). An error value of the form+ 2:l+i + 21 is

not detected.

For exanple, |ine 28 stuck-at- 1 in a data section bit-slice affects

*There is no error-detecting code short of duplication for logic
operations [18]. The preserving arithmetic operations are : PLUS,
MNUS, LR B,B, A, A all I's, and all 0's. The |ogi c operations
are: AB, A+B, A®B.
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*
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S3 - SO | M mode operation freq.
AOB 100111 insecure 02
A+B 0001} 1 insecure .04
AB 0loo0o} 1l insecure Kol
B lo0101}]1 secure .03
B 0lo0o1l 1 secure .22
A 1111 1 secure .03
A 0000 1 secure .22
-1 001111 secure .03
0 1100 |1 secure .06
LR 1100 |o secure x# .01
Plus lo01]oO secure , .20
Minus | 0110 |0 secure .10

*except for line

5 stuck-at 0

Fig. 6. - An ALU bit-slice and operation

frequcncics.
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only the output Fj, so it can only cause an error value of tzj. Thi s
fault can cause a correct response or a detection during an add. Line
23 stuck-at 1 in a data section bit-slice affects both the output Fj
.~ and the carry-out Cj+i. It causes the error values -23, -2j+1+2j,
and -2j+i—2j, depending on the values of the input |ines Aj, Bj, and
cj. This fault may cause a correct response, a detection, or an error
during an add.*

The ALU is self-testing for the set of single faults [17]**, insecure
for logic operations, and except for lines 23 and 5 stuck-at-l, secure

for arithmetic operations.

Lermma 1 sinplifies the analysis of the ALU,

< Lemma 1. Let ci(Yk)’ di(Yk)’ and ei(Yk) be the conditional response

probability conponents of a fault Fi in a network where input subvector

Yis fixed at Y If input subvector Y is independent, then

-
cisjé;cj_(Yk) Pr[Yk], The sane is true for the response probabilities

di and ei.

Assumi ng the control input vector is independent of the operand
vectors, lemma 1 permts the calculation of the conditional response
probabilties by determning the conditional response probability
components for each operation, then taking an average according to the

probability of each operation

*Line 5 stuck-atl is the only other single fault in the ALU for which
the network of Fig. 5 is not secure during all arithmetic operations.

**In the analysis to follow, the conditional response probabilities of

of the lines 32 and 33 stuck-at 1 (Fig. 6) are cy =1.0, d,~0, e =0, so
they are excluded formthe set of single faults con3|derea
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The analysis strategy is as follows, Simulate each single stuck~
at-fault in the bit slice of Fig. 6, Associate the input Iines S0-S3,

Mwth a control subvector Y, and the operand lines A,, Bj and carry-in

l'ine Cj with an operand subvector. For each fault Fi» and for each
operation specified by a control subvector Yy determne the error
value in the output of the ALU caused by the application of each of the
possi bl e operand subvectors. Analyze the error values so that each
operand subvectorcan be classified as eliciting either an error, a
detection, or a correct response, The probabilities of these operand
subvectors are sumed to obtain the conditional response probability
conponent s ci(Yk)’ di(Yk)’ and ei(Yk). The conditional response
probabilities g di’ and e, are cal cul ated using lemma 1.

An end-around-carry adder as shown in Fig. 5 has a sonewhat se-
quential nature when the input lines A, and Bj to every bit-slice are
carry-propagating inputs (A;B, = <0 1> or <1 0>) [21]. This situation
occurs only when a nunber and its |'s conpl ement are added. The sum
may be plus or minus zero (all Os or all |'s) depending if “the carry
lines are all 1 or all 0, Both states of the carry lines are stable,
and the final state reached depends on the previous condition of the
carry lines and the relative propagation delays of the bit-slices,
Since both +0 are recognized by the 1's conpl ement nunber system enpl oyed
here, this sequential nature is no theoretical problem The duration
of the race before a stable state is reached however, can cause timng
probl ens, so sonme method to drive the carry lines to a stable state
I's desirable.

The probabilities of the operand subvectors applied to a bit-slice



23

fable 5. = Yhe probability of applying the operand subvcctorA ,B ,C, to the | ALU bit-slice during the
indicated operation, 38
. - - ]
AJBJCJ AD A+D AB B,B |A,A |O,LiLR Pl us Minus
000t O 0 0 0 0 0 jo .’ p+ P
) =. 125004 =.125004
001| (1-p )(1-p[) (3-p)(1-p )} (1-p )(1-g O O 1O 010 P »
.25 =2 =25 _ =. 124996 =. 124996
0lo} 0 0 0 0 0 0 (1-p-)(l-p.) p+ P
=.25 =.125C0L =. 124996
on| (1-p,)p, (2-p,)p, (A-p)p, o [l-efo |(-p), p- p* &
=25 25 =25 w5 =25 =. 124996 . 125004 E
100] 0 19 0 0 ) 0 |0 Pr - -
, -.125C04 =. 124996 5
01} p (1-p,) p,(1-p,) P (1~py) l-p, [0 O |O > >
=25 =25 .25 =5 =, 124996 ». 126996
o o 0 0 o o fo [p(ip,) - [
.2 =.124996 . 125004
1} pp, PPy PP, Py [Pq |1 |P.P, »+ >
=25 =25 =25 b [« -2 =, 125004 =, 126996
000 | ) 0 o o |o PoPo*2PoP) o PoPo*PoP12*P1.P12
NN =.138691 =, 194443
001 ) _ . H [ (¢] 0 10 Pyof1a PoP1o
For s31 single faults ) «».111108 i ».055956
in the ALY Gheok ssaotion: 1
ol ¢,=1.0 S51° P 1° = PoP12*PoP3*P1P12  PoP12'PeP3tPIoPy
¢ =0 Z =. 166672 | =-1gubb3 | =-138891
i ' 1
on o0 RO (o Prc S (V) P12P3 P12P1o .
(b hecker 4 5 =.333328 =.055556 =.111108 )
cause checker t ]
100 2 disabled) V1o 0 ° o PoP12*PoP3*P1oP12 P12Plo g
( 1. 194443, L =.111108 E
101 l P15*P00 o jo P12P3 PoP12‘PoP3tPIPy | 2
LR} =.0555%6 =.138891
110 ~ R/\/\/\J\/“J 0 o] o] Lo P1oP1s p12p12+p12p30p3p3
».333328 -.111108 ». 193443
m P1g*PyP %P5l uz 2),P4*P3Py P1oPy
w5 |=.5 166672 =, 138841 =.055%56
- [ 4
comments CJ-.I cJ-l c,-l -i‘ c’j c"-i n"-l c_‘ is carry c" 1s Gorrow
il | A
BJ-‘

’, -Px[A =1} (dats section) = .5

p‘ - Prfn «1] (data scction) = .5
- Pr[opeund check symbol ={00}) = (6)(L +)ls2 ’) - 166672

’1 - Pr[opcrnnd check symbol n(OLS-Pr[opernnd chock SerbOl Q0% « (/3)(1 - ’J2 ) = .333328
3 ‘- Pl’[operend check symbol -(,ll,)]

‘Mal tmpltes C al

3

'Atuum bus line A3 oo B

(V6)(2 + L2 )) - 166672

J

12 1 when an operand is absent,

pt = 48 41/52"
v—.l/e—x/zm
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are listed in Table 5. Table 5 assumes that the carry lines are initially
driven to 0 for arithmetic operations [21], that the operand lines A, ] and
Bj are 1 in the absence of an operand, that the signal probabilities [22]
of lines Aj and B, in the data section are independent and equal to .5

" for an operand , and that the proportions of the check sumbols <0 0> and

<1 1> (both are recognized as 0 modulo 3 [17]) are equal.

Since the operand subvector probabilities are the same for
each bit-slice in the check section and for each bit-slice in the data
section of the ALU, the conditional response probabilities of the same
faults in different bit-slices of those sections are the sane. We need
only examine one bit slice from each section.

When only faults restricted to a bit-slice are considered,

-

the upper-bound rollback interval for the ALU in Fig. 5 is equal to
the upper-bound rollback interval of the bit-slice in Fig. 6. The
minimum input-vector probability pmi

the products of the control and operand subvector

n for a bit-slice is the minimum of

probabilities. Using Table 5 and the example operation mix listed

in Fig. 6 = (.01) (.166672) = ,001667 and theorem 1 gives the

» Ppin
upper-bound rollback interval.

A worst-case single fault for the ALU is among the 156 single
faults examined in the check and data section bit-slices (78 faults
each). Using algorithm 1, the list L1 of 156 faults is reduced to
a list L2 of 2 faults. The worst-case fault. for both entries in Table
6 is 16 stuck-at 1 in the data section bit-slice. Table 6 lists the
upper-bound and worst-case rollback intervals for the ALU. Table 6

also lists the fault-set rollback interval for the set of (78)(18)=1404

single faults in the ALU.
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Tabl e 6. - Rollback intervals for the ALU
In Fig. 5.

rb(.90) rb(.99)

upper - bound 1380 2760
wor st - case L2 133
single-fault set 0 J-6

Pr[lst D before 1st E] = .936

Table 6 clearly demonstrates the smaller values obtained for
the approximation to the required rollback distance by the increasingly
accurate and costly analysis methods.

In the example operation mix in Fig. 6, the probabilities of the
logic operations (AND, OR,and XOR) sum to .10. Increasing the relative
proportion of these insecure logic operations should increase the
required rollback distance. Fig. 7 plots the rollbackinterval of the ALU
against the probability of a logic operation. Relative operation
probabilities within the groups of logic and anithmetic operations
remain the same as in Fig. 6. The rollback interval is roughly linear

with the probability of a logic operation.
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Fig. 7. - The single-fault set latency interval for the ALU in Fig. 5 as a function
- of the probability of a logic operation.

SUMMARY

The effectiveness of a self-testing network is best measured by the
rollback distance required when a fault is detected. The upper-bound,
worst-case, and fault-set rollback intervals are three increasingly ac-
curate measures of this distance.

The analysis directly relates the rollback distance to the probabil-
- ity of successful data restoration. Since the probability of successful
data restoration is an upper-bound on the coverage factor, it follows
that the overall system reliability strongly depends on the rollback
distance. The analysis offers a way to choose the appropriate rollback
distance.

An inexpensive, imperfect-serf-checking ALU was shown to require a
rollback distance of only 16 inputs to have probability .99 of successful

data restoration when a single fault is detected.
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