Concurrent Run-Time Monitoring of Formally Specified Programs

Sriram Sankar and Manas Mandal^� Program Analysis and Verification Group Computer Systems Laboratory Stanford University Stanford, California 94305

Abstract

Run-time monitoring of formally specified programs (programs annotated with constructs from some formal specification language) involves comparing the run-time behavior of a program against its formal specification while the program is executing. Previous research has demonstrated the feasibility of run-time monitoring during the testing and debugging phase of the software life-cycle. However, the time penalty incurred makes permanent run-time monitoring impractical during normal production operation of a program.

In this paper we describe an alternate methodology to perform run-time monitoring concurrently with the execution of the program. This methodology provides the capability to distribute the monitoring of specifications on multiprocessor hardware platforms to meet practical time constraints. We describe techniques for distributing checks onto different processors. To control the degree of concurrency, we introduce checkpoints — points in the program beyond which execution cannot proceed until the specified checks have been completed. Error reporting and recovery in a multiprocessor environment is complicated and there are various techniques for handling this. We describe a few of these techniques in this paper.

An implementation of this methodology for the Anna specification language for Ada programs is described. Results of experiments conducted on this implementation using a 12 processor Sequent Symmetry demonstrate that permanent concurrent monitoring of programs based on formal specifications is indeed feasible.

Keywords—Ada, Anna, concurrent monitoring, consistency checking, debugging, instrumentation, program specification, program testing, self-checking programs.

�Department of Computer and Information Science, The Ohio State University, Columbus, Ohio - 43210.

1 Introduction

A substantial body of current formal methods research is aimed at utilizing formal specification languages in the software development process. Top-down methodologies [1, 2] seek to utilize specifications based on mathematical formalisms to develop correct programs. Typically, standard theories of specification concepts are developed prior to an application. High-level specifications that use these concepts are then gradually transformed into executable code in some programming language. Other formal methods are applied after the development of a program, and seek to prove mathematically that a program is consistent with its high-level specification.

In this paper, we describe a methodology to continuously monitor a program for consistency with its specification while the program is executing. We assume that the formal specification and program have been developed earlier. In the context of this paper, a formal specification is formed by annotating the program with constructs from some formal specification language. The formal specification constructs are transformed into checking code which is then inserted into the underlying program. Calls to this checking code are inserted into the underlying program whenever the program can potentially become inconsistent with its specification. If an inconsistency does in fact occur, diagnostic information is provided.

Permanent run-time monitoring is aimed particularly at dealing with security and safety-critical problems that may occur in systems even when they are produced using the most rigorous of formal methods. It is possible for such systems to display incorrect behavior due to failures in the underlying hardware or errors in compilers [9], operating systems, or other software upon which the system depends. Hence, permanent run-time monitoring complements other formal methods that apply earlier in the development process when a program is being constructed.

Previous research has demonstrated the feasibility of run-time monitoring during the testing and debugging phase of the software life-cycle [8]. However, the time penalty incurred has made continuous run-time monitoring impractical during normal production operation of a program. To alleviate this problem, we develop a new approach in which the checking code is executed concurrently with the underlying program. The monitoring can then be distributed onto different processors to reduce the time penalty on the underlying program. When run-time monitoring is performed concurrently, it is possible for the underlying program to continue execution even after it has reached an inconsistent state — this is a trade-off that we have to make for the improved performance. However, this may not pose a problem in many situations. For example,

• It may be acceptable to allow a database application to continue running even after the database gets corrupted until some critical operations are performed by the application.

• Consistency checking of an abstract data type implementation may take place concurrently with the execution of the underlying program until the underlying program makes another call to an operation of this abstract data type.

• In more simplistic programs, the final program output may be the only important activity of the program. In such cases, consistency checking can take place concurrently until the program is ready to produce its output.

These examples also illustrate the need to control the extent to which a program may execute after reaching an inconsistent state. For this purpose we provide the user the capability to define checkpoints — points in the program beyond which execution cannot proceed until specified checks have been completed.

Our work is based on Anna [5], a language for formally specifying the behavior of Ada [10] programs; and on the Anna Consistency Checking System [8]. This system transforms Anna specifications into checking functions, and inserts calls to these checking functions at points in the underlying program where the specifications can potentially be violated. A methodology whereby the checking functions are replaced by Ada tasks is discussed in [7]. These checking tasks accept program data through entry calls and perform consistency checking concurrently.

Somewhat similar to our work is the work on watchdog processors [3, 4, 6]. In this related work, a single, separate processor is used to perform hardware checks in parallel with the underlying system. Our methodology differs in the variety and complexity of consistency checks that must be made, as well as their handling when violations occur.

For the transformation techniques presented in this paper, we assume that the underlying program is sequential. This simplifies the handling of features such as checkpoints. Extending our methodologies to handle programs with multiple threads is a subject for future research. Also, in this paper, we discuss transformation techniques for only one particular Anna construct — the subtype annotation — for the sake of brevity. These techniques can, however, be easily extended to other Anna constructs.

2 Checking Tasks

2.1 Simple Checking Tasks

Checking tasks are Ada tasks that perform consistency checks concurrently with the execution of the underlying program. The motivation behind generating checking tasks is to improve the performance of the self-checking program in a multiprocessor system. Checking tasks accept check requests from the underlying program through entry calls.

Consider the following types:

type EVEN is new INTEGER; – – j <<EVEN CONSTRAINT>> – – j where X : EVEN => X mod 2 = 0;

subtype POS EVEN is EVEN; – – j <<POS EVEN CONSTRAINT>> – – j where X : POS EVEN => X > 0;

The checking task for EVEN is shown in Figure 1. The functionality of report error is described in Section 4.

The test performed within the checking functions generated by the Anna Consistency Checking System is now erased. Instead, the checking functions now enqueue the value to be checked to their corresponding checking task. The modified checking functions for the types EVEN and POS EVEN are shown in Figure 2.

Each checking function interface is still the same as in the sequential case, and therefore no modifications are required for calls to these functions. This simplifies the transformation process because we can leverage on the already existing sequential system. In addition, we can also mix sequential and concurrent checking within the same program. For example, the constraint on type EVEN can be checked concurrently, while the constraint on type POS EVEN is checked sequentially. The checking functions can be compiled inline to avoid the overhead of an extra function call.

task CHECK TASK EVEN is

entry ENQUEUE(E : EVEN); end CHECK TASK EVEN;

task body CHECK TASK EVEN is

X : EVEN;

begin

loop

accept ENQUEUE(E : EVEN) do

X := E;

end ENQUEUE;

if not (X mod 2 = 0) then

report error ; end if ;

end loop;

end CHECK TASK EVEN;

Figure 1: Checking task for the type EVEN

function CHECK EVEN(X : EVEN) return EVEN is begin

CHECK TASK EVEN . ENQUEUE(X);

return X;

end CHECK EVEN;

function CHECK POS EVEN(X : POS EVEN) return POS EVEN is begin

CHECK TASK POS EVEN . ENQUEUE(X);

return CHECK EVEN(X); end CHECK POS EVEN;

Figure 2: Modified checking functions for EVEN and POS EVEN

2.2 Secretary Tasks

If the underlying program generates a second check request before the checking task has processed the earlier check request, the underlying program is made to wait until the checking task completes processing the earlier check request. To prevent this from happening, we generate a buffer task for each checking task. This task maintains a queue of check requests. The underlying program enqueues check requests to the buffer task and the checking task dequeues these requests from the buffer task and then performs the actual checks. The buffer tasks also perform other activities specific to the annotation for which they have been generated. For this reason, these buffer tasks are referred to as secretary tasks. The other activities of the secretary tasks are described in the subsequent sections. A simplified version of the secretary task for EVEN CONSTRAINT is shown in Figure 3^1. The checking task and checking function for EVEN CONSTRAINT modified to use secretary tasks are shown in Figure 4.

task CHECK SECY EVEN is entry ENQUEUE(X : EVEN); entry DEQUEUE(X : out EVEN);

end CHECK SECY EVEN;

task body CHECK SECY EVEN is

EMPTY : BOOLEAN := TRUE; TMP : EVEN; : : :

begin

loop

select

accept ENQUEUE(X : EVEN) do

TMP := X;

end ENQUEUE;

enqueue the value of TMP and update EMPTY; or when not EMPTY =>

accept DEQUEUE(X : out EVEN) do

X := first element in the queue;

end DEQUEUE;

dequeue the first element and update EMPTY; end select;

end loop;

end CHECK SECY EVEN;

Figure 3: Secretary Task for EVEN CONSTRAINT

To illustrate the interaction between the underlying program, secretary tasks and checking tasks, we use a couple of figures. The first, Figure 5, illustrates the data flow between the various tasks. The variable P in this figure is of type POS EVEN. The second, Figure 6, illustrates the communication between the various tasks over time and compares this to what happens in the case of (a) no runtime monitoring, and (b) sequential run-time monitoring. The dashed lines in the case of concurrent run-time monitoring indicate that the corresponding processor is idle. Although this figure does not

1In the actual implementation, secretary tasks are generic instantiations of a secretary task template.

task CHECK TASK EVEN;

task body CHECK TASK EVEN is

X : EVEN;

begin

loop

CHECK SECY EVEN . DEQUEUE(X);

if not (X mod 2 = 0) then report error ;

end if ;

end loop;

end CHECK TASK EVEN;

function CHECK EVEN(X : EVEN) return EVEN is begin

CHECK SECY EVEN . ENQUEUE(X);

return X;

end CHECK EVEN;

Figure 4: Modified Checking Task and Checking Function for EVEN CONSTRAINT

represent actual execution on any particular machine, it illustrates the potential to speed-up the program execution as compared to sequential checking. This figure will be extended in Section 3 to illustrate how checkpointing works.

2.3 Termination of Scopes

Ada is a block-structured language. In most situations, Ada requires that a thread cannot leave a scope in the Ada program until all local tasks created by this thread have terminated. Therefore, when leaving scopes in the transformed Ada program, all local checking tasks and secretary tasks will have to be terminated. To achieve this, the following code is generated at each exit point of the scope:

wait until all check requests to CHECK TASK EVEN have been processed ; abort CHECK TASK EVEN, CHECK SECY EVEN;

3 Checkpointing

When a check is performed concurrently by a checking task, the underlying program continues to execute beyond the point where the check request was made. If the checking task detects an inconsistency, the underlying program could potentially be running in an unsafe state. Given that the check is being performed concurrently, it means that the programmer felt it does not matter if the program continued executing in such situations. However, the programmer might want to prevent the underlying program from executing beyond a certain point until certain checking tasks have processed all their pending check requests.

The checkpointing facility is used to specify such points in the program beyond which it is unsafe to continue execution until certain specified checks have been performed. Checkpoints are inserted using

Figure 5: Checking Tasks and Secretary Tasks

Figure 6: Timing Diagram of Check Requests for EVEN an Anna pragma called ANNA CHECK POINT. This pragma takes as its parameter a list of annotation names. The underlying program is suspended whenever it reaches an ANNA CHECK POINT pragma until all check requests pertaining to each of the annotations in the list have been processed. By assuming that the underlying program is sequential, we have avoided complications in defining the semantics of a checkpoint. For example, we do not have to worry about blocking one task at a checkpoint, while another task continuously makes check requests on the same annotation.

Details of the checkpointing algorithm are provided in a sidebar.

The communication between the various tasks when the underlying program requests two checks in quick succession followed by a checkpoint is illustrated in Figure 7.

Figure 7: Timing Diagram of a Checkpoint

4 Error Reporting and Recovery

The Anna reference manual requires that the exception ANNA ERROR be raised whenever an inconsistency with respect to an annotation is detected. Furthermore, this exception must be raised at the location of the inconsistency. In the sequential checking methodology, this is easy to implement. In fact, in the sequential case, control can also be transferred to a specialized Anna Debugger, through which further information about the inconsistency can be obtained.

When the checks are performed concurrently, it may be too restrictive to adhere to the Anna semantics of raising the exception ANNA ERROR at the location of the inconsistency. To implement this, the program execution has to be backtracked to the location from where the failed check request was made. However, there are many other schemes of error reporting and recovery which are easier to implement and at the same time quite useful. We have implemented the three schemes listed below. The programmer can choose a particular scheme of error reporting and recovery for each annotation through the use of Anna pragmas designed for this purpose.

• Inconsistencies are ignored.

In this scheme, the checking task makes a log of the inconsistency, but takes no other action. This scheme is useful in non-critical situations, where the log of the inconsistency can be used for routine maintenance of the underlying program. Checkpoints with respect to an annotation being checked using this scheme are ignored.

• Inconsistencies are reported to the underlying program by raising the exception ANNA ERROR at the next checkpoint.

In this scheme, the secretary task reports any inconsistencies to the checkpoint controller every time the secretary task sends an update on the number of processed checks. The checkpoint controller then causes the exception ANNA ERROR to be raised in the underlying program when it releases it from the next checkpoint. This scheme is useful when the underlying program wishes to recover from an inconsistency.

• The first detection of an inconsistency causes the entire program to be terminated as soon as possible.

On detecting an inconsistency, the checking task initiates the process of terminating the underlying program. This scheme can be used when it may be disastrous to continue execution in the event of an inconsistency.

The first scheme is quite trivial to handle. The code corresponding to report error just has to log essential information to a file. We shall now elaborate further on the second and third schemes.

4.1 Reporting Errors by Raising an Exception

Just prior to releasing the underlying program from a checkpoint, the checkpoint controller (see sidebar on checkpoint algorithm) determines if any of the checks processed so far have failed and if the recovery action specified is to report the error to the underlying program by raising the exception ANNA ERROR. If this is the case, the checkpoint controller raises the exception ANNA ERROR from within the accept statement handling the checkpoint. This causes the exception to be re-raised at two places:

• In the underlying program at the point at which it made the entry call to the checkpoint controller.

This causes the desired effect of reporting an error to the underlying program.

• In the checkpoint controller immediately after the accept statement handling the checkpoint.

To handle this exception, the accept statement is placed within a block statement which contains an exception handler. This exception handler “kills” the exception, and allows the checkpoint controller to continue running.

4.2 Terminating the Entire Program

The easiest way to terminate the entire program is to execute an EXIT operation that is provided on most operating systems. The operating system then handles the termination of the individual tasks. To achieve this from within the Ada framework, we need to terminate the main task of the program using the abort statement. This will then proceed to terminate all the nested tasks and thus terminate the entire program.

However, the decision to terminate the entire program is made by the checking tasks, and the checking tasks do not have visibility to the main task to be able to terminate it. We solve this problem by declaring another task that is visible to the main task as well as to the checking tasks. This task, called the program controller, just accepts two entry calls (first SIGNAL END, then WAIT FOR SIGNAL END) and terminates. If any checking task wishes to terminate the entire program, it makes an entry call to SIGNAL END in the program controller. The main program is transformed into one that spawns off the underlying program as a separate task and then makes an entry call to WAIT FOR SIGNAL END. The program controller releases the main program from this entry after the first checking task performs a SIGNAL END entry call. The main program can then terminate the entire program by aborting the underlying program.

We shall not go into details of the actual program code to achieve these different schemes of error reporting and recovery. However, this information is provided in a more comprehensive technical report version of this paper.

To conclude the description of the transformation process, we illustrate all the tasks (processes) in the transformed code and their interactions in Figure 8.

Figure 8: The Concurrent Monitoring System

5 Experimental Results

Many small test examples have been transformed and executed successfully using the concurrent monitoring system. These tests were designed to test the functionalities of the system thoroughly. Some examples of experiments conducted were (1) mixing sequential and concurrent checking, (2) mixing different kinds of error reporting and recovery techniques, and (3) checkpointing under various different circumstances. We have found that the monitoring system is quite sturdy and usable.

The other realm of experiments were concerned with performance issues. We were interested in comparing the performance of the underlying program in the three cases of running without any checking; with sequential checking; and with concurrent checking. We performed these experiments on a Sequent Symmetry machine with 12 processors.

Some of the simpler experiments involved a Prime Number Generation program, and a Sorted Array program. The first program had a constraint on a data type that all values of the type be prime. When larger numbers were fed to the prime number checking algorithm, the concurrently monitored program completed more quickly than the sequentially monitored program. The second program had a constraint on an array type that restricted all components to be sorted in a non-decreasing order. For sufficiently large array sizes, the concurrently monitored program completed quicker than the sequentially monitored program.

The robot arm controller: A more involved experiment we conducted applied the concurrent monitoring methodology on a robot arm controlling software. This software performs a sequence of matrix inversions to obtain its results. We annotated the matrix inversion operations using matrix multiplication to specify the desired accuracy of the matrix inversion operation. We used a straightforward matrix multiplication algorithm to implement the annotation.

We were able to transform this annotation into the subset handled by our tools quite easily. The results were surprising — the program with concurrent annotation checking ran marginlly faster than the program without any checking at all. After some careful analysis, we realized that this was due to some strange behavior of the Ada multiprocessor tasking kernel that caused tasks to migrate from one processor to another. In the version with no checking, all process migration involved the task implementing the underlying program, while in the version with concurrent checking, some of the migration involved the checking and secretary tasks, and thus permitted the underlying program to execute without interruption for more time.

The results from this particular experiment shows that given the current technology for distributing Ada tasks onto different processors on a multiprocessor platform, our concurrent checking methodology provides consistency checking with negligible overhead. Obviously, this overhead depends strongly on the problem domain and the kind of annotations used.

6 Conclusions and Future Work

Our efforts in developing a permanent run-time monitoring system have been quite fruitful. We demonstrated the feasibility of using multiprocessor machines to perform concurrent monitoring of critical aspects of a program’s behavior continuously while it is running. We have an actual implementation of such a system for Anna subtype annotations. Since this system bootstraps on top of the already existing and well-developed sequential monitoring system, the concurrent monitoring system is able to handle most Ada constructs.

Notwithstanding the success of our project, we have identified several areas where further work is required.

• Characterization and implementation of real-life examples where run-time monitoring is useful.

In this paper, we listed a few scenarios where our monitoring system may be applicable. These and other similar scenarios must be implemented for run-time monitoring to test the feasibility of concurrent monitoring on real-life examples.

• Better performance metrics and measurements.

Especially with the design of a new and more sophisticated specification monitoring language, our simple performance degradation parameters will have to be extended. We also have to create the necessary framework in which we can measure these parameters precisely.

• Extension of the concurrent monitoring system to handle more Anna constructs.

Extending the concurrent monitoring system to handle Anna object annotations requires the implementation of a similar methodology to that which we have already implemented. However, there are other aspects that we have to spend more time on to design efficient methodologies. For example, an annotation on a complex data-structure may require saving a copy of this datastructure every time a check request is made. This might introduce an unacceptable overhead. Techniques need to be developed to save only those portions of the data structure that the check is based on. Alternatively, portions of the data structure are saved only when they are modified while there is a pending check request based on the old value of the data structure.

• Extension of the concurrent monitoring system to handle underlying programs with multiple threads.

When the underlying program is not sequential, many of our algorithms need to be modified before they can work properly. In addition, many of the features we have developed will also have to be refined. For example, what happens when one thread in the underlying program requests a checkpoint on a particular annotation, while another thread is enqueuing check requests repeatedly on the same annotation? We might need to permit checkpointing based on check requests from a particular thread, or from a particular subprogram in the underlying program. Similarly, our error recovery strategies may also require modification. For example, it may not make sense to report an inconsistency based on a check request from one thread to some other thread.

• Dynamic modification of checking and error reporting/recovery schemes.

In many complex systems, it may be useful to have the ability to dynamically change the method of checking and the method of error reporting and recovery. For example, the checking of an annotation could be suppressed completely, or changed from sequential checking to concurrent checking. Also, inconsistencies with respect to the same annotation may be critical in some situations (in which case, the program may have to be immediately aborted), and not so critical in other situations (in which case the annotation violation is just logged to a file).

• Design of a new specification monitoring language.

Our studies have shown the necessity for designing a new language in which one can not only specify the program behavior, but also the degree of concurrency with which checking can take place and the method of error reporting and recovery. The Anna pragmas we have defined provide only a very rudimentary capability to specify these other aspects of run-time monitoring. This new language need not be based on any particular programming language like Ada, but can provide a general paradigm for specification monitoring of programs written in any language.

7 Acknowledgements

We are grateful to Prof. David C. Luckham, Neel Madhav, David S. Rosenblum and other members of the Program Analysis and Verification Group at Stanford for the ideas generated through our many interactions with them. Special thanks are due to Geoff Mendal and Prof. Bruce Weide for their extensive proof-reading of the paper. Finally, we thank the anonymous referees for their detailed comments and suggestions for improvement.

This research was supported by the Defense Advanced Research Projects Agency under contract N00039-84-C-0211.

SideBar 1 An Overview of Anna

Anna (ANNotated Ada) is a language extension of Ada to include facilities for formally specifying the intended behavior of Ada programs. Anna was designed to meet a perceived need to augment Ada with precise machine-processable annotations so that well established formal methods of specification and documentation can be applied to Ada programs. We give a brief overview of Anna with special emphasis on subtype annotations.

Anna is based on first-order logic and its syntax is a straightforward extension of the Ada syntax. Anna constructs appear as formal comments within the Ada source text (within the Ada comment framework). Anna defines two kinds of formal comments, which are introduced by special comment indicators in order to distinguish them from informal comments. These formal comments are virtual Ada text, each line of which begins with the indicator – – : , and annotations, each line of which begins with the indicator – – j .

1.1 Virtual Ada Text

Virtual Ada text is Ada text appearing as formal comments, but otherwise obeying all of the Ada language rules. Virtual Ada text may refer to the underlying Ada program, but is not allowed to affect its computation. The purpose of virtual Ada text is to define concepts^2 used in annotations. Often the formal specifications of a program will refer to concepts that are not explicitly implemented as part of the program. These concepts can be defined as virtual Ada text declarations. Virtual Ada text may also be used to compute values that are not computed by the underlying Ada program, but that are useful in specifying the behavior of the program.

1.2 Annotations

Annotations are constraints on the underlying Ada program. They are comprised of expressions that are boolean-valued. The location of an annotation in the Ada program together with its syntactic structure indicates the kind of constraints that the annotation imposes on the underlying program. Anna provides different kinds of annotations, each associated with a particular Ada construct. Some examples of annotations are subtype annotations, object annotations, statement annotations, subprogram annotations, exception propagation annotations and axiomatic annotations. The Anna expressions extend (i.e., are a superset of) the expressions in Ada.

1.2.1 Subtype Annotations

A subtype annotation is a constraint on an Ada type. The constraint applies throughout the scope of the type definition. Subtype annotations are located immediately after the definition of the type they constrain, and are bound to the type definition by the keyword where. An example follows:

type EVEN is new INTEGER; – – j <<EVEN CONSTRAINT>> – – j where X : EVEN => X mod 2 = 0;

The above subtype annotation constrains all values of the type EVEN to be even numbers. The name of the annotation is EVEN CONSTRAINT. This name can be used to refer to the annotation later. This

2Functions used in annotations are called concepts.

constraint also applies to all derived types and subtypes of EVEN.

The above subtype annotation is used in all examples in this paper since it is simple and concise, while at the same time it illustrates all salient features of our monitoring methodology. Another example of a more complex subtype annotation is shown below to illustrate the kinds of constraints that subtype annotations can be used to specify.

type INTERVAL is record

LEFT LIMIT, RIGHT LIMIT : NATURAL;

end record;

– – j <<BOUNDS CONSTRAINT>> – – j where X : INTERVAL => X . LEFT LIMIT <= X . RIGHT LIMIT;

The subtype annotation on INTERVAL constrains the component LEFT LIMIT to be less than or equal to the component RIGHT LIMIT in all values of this type.

SideBar 2 Overview of the Sequential Transformation Methodol- ogy When the Anna Consistency Checking System is applied on an Ada program with Anna subtype annotations, a checking function is generated corresponding to each subtype annotation. These functions take a parameter of the type in question and check this parameter for consistency with the subtype annotation. Calls to the checking functions are inserted at places where inconsistencies with respect to the annotation can arise. Examples of such places are assignment statements, procedure call statements and type conversions.

An example of such a transformation is shown in Figure 9. Here, a subtype annotation that constrains a type to have only even values is transformed to a checking function. Also, an assignment statement in the example is transformed to one that includes a call to the checking function. The subtype annotation and the new code generated as a result of its transformation are enclosed in boxes to indicate their equivalence.

If a new type is defined based on the type EVEN, then the constraint on EVEN also applies to the new type. The subtype POS EVEN in the following example is constrained by both its own subtype annotation as well as the annotation on type EVEN.

subtype POS EVEN is EVEN; – – j <<POS EVEN CONSTRAINT>> – – j where X : POS EVEN => X > 0;

The checking function for POS EVEN is shown below. It first checks the subtype annotation on POS EVEN. It then calls CHECK EVEN to ensure that the parameter X satisfies the subtype annotation on EVEN.

BEFORE:

declare

type EVEN is new INTEGER; – – j <<EVEN CONSTRAINT>> – – j where X : EVEN => – – j X mod 2 = 0; E : EVEN;

begin

E := exp;

end;

AFTER:

declare type EVEN is new INTEGER;

E : EVEN;

function CHECK EVEN(X : EVEN) return EVEN is begin

if not (X mod 2 = 0) then report error ;

end if ;

return X;

end CHECK EVEN; begin

E := CHECK EVEN( exp ) ;

end;

Figure 9: Example of a Checking Function

function CHECK POS EVEN(X : POS EVEN) return POS EVEN is begin

if not (X > 0) then

report error ; end if ;

return CHECK EVEN(X); end CHECK POS EVEN;

SideBar 3 Anna Pragmas for Concurrent Checking

Ada provides a pragma capability to provide directives from within the Ada program to Ada tools such as pretty-printers and compilers. We extend this capability to define a set of Anna pragmas that provide directives to the Anna Consistency Checking System. Anna pragmas accept parameters to specify the mode of annotation checking (sequential or concurrent), and to specify checkpoints and error recovery strategies (see Section 4). All checks pertaining to the same annotation have to be performed in the same manner — either all concurrently or all sequentially. These pragmas are defined below:

ANNA PARALLEL SCOPE: Directs the Anna Consistency Checking System to generate code for concurrent checking of all annotations declared in the scope of the pragma, unless overridden by a more local pragma.

ANNA SEQUENTIAL SCOPE: Directs the Anna Consistency Checking System to generate code for sequential checking of all annotations declared in the scope of the pragma, unless overridden by a more local pragma.

ANNA PARALLEL ANNOTATION: This pragma must occur immediately after an annotation.

Its effect is to generate code for concurrent checking of this annotation.

ANNA SEQUENTIAL ANNOTATION: Similarly, this pragma must occur immediately after an annotation. Its effect is to generate code for sequential checking of this annotation.

ANNA CHECK POINT: Directs the Anna Consistency Checking System to generate code for checkpointing the named annotations.

SideBar 4 Implementation of Checkpoints and the Checkpoint Controller

Checkpoints are implemented by maintaining an enqueue counter and a dequeue counter for each annotation. The enqueue counter is incremented every time a check request is sent to the corresponding secretary task, while the dequeue counter is incremented every time a check request is processed by the corresponding checking task. The underlying program is allowed to proceed from a checkpoint when all the relevant dequeue counter values catch up with their corresponding enqueue counter values.

A separate process is dedicated to handling checkpoints. We call this the checkpoint controller. The underlying program maintains the enqueue counter for each annotation. Whenever the program reaches a checkpoint, it makes an entry call to the checkpoint controller passing as parameter the current value of the enqueue counter. Each secretary task periodically updates the checkpoint controller on how many checks have been processed since it last updated the checkpoint controller. This allows the checkpoint controller, which maintains the dequeue counters, to increment the appropriate dequeue counter. In our implementation, the secretary task updates the checkpoint controller with new information every time it finds its queue of check requests empty. The checkpoint controller releases the underlying program when the enqueue and dequeue counters are equal. To prevent the counters from overflowing, they are reset to zero at this point.

The program code that achieves checkpointing is shown below for the type EVEN. The underlying program increments the enqueue counter through the checking function as shown below. EVEN CONST- RAINT denotes some internal name (maybe an integer) that is associated with the subtype annotation on type EVEN:

function CHECK EVEN(X : EVEN) return EVEN is begin

CHECK SECY EVEN . ENQUEUE(X);

ENQ COUNTER(EVEN CONSTRAINT) := ENQ COUNTER(EVEN CONSTRAINT) + 1;

return X;

end CHECK EVEN;

At checkpoints on the checks pertaining to type EVEN, the following code is generated:

CHECKPOINT CONTROLLER . CHECKPOINT(EVEN CONSTRAINT, ENQ COUNTER(EVEN CONSTRAINT));

ENQ COUNTER(EVEN CONSTRAINT) := 0;

The parameter list for the entry call to CHECKPOINT is actually more complicated since one can have checks on more than one annotation being checkpointed at a time. We will not go into such details here. The portion of the secretary task that updates the checkpoint controller is shown in Figure 10.

: : :

accept DEQUEUE(X : out EVEN) do

if EMPTY then

– – Here CHECKS PROCESSED is the counter that maintains the number of checks – – processed since the last update to the checkpoint controller. if CHECKS PROCESSED /= 0 then update checkpoint controller with the value of CHECKS PROCESSED; CHECKS PROCESSED := 0;

end if ;

accept ENQUEUE(Y : EVEN) do

TMP := Y;

end ENQUEUE;

enqueue the value of TMP and update EMPTY; end if ;

X := first element in the queue;

end DEQUEUE;

dequeue the first element and update EMPTY; CHECKS PROCESSED := CHECKS PROCESSED + 1; : : :

Figure 10: Updating the Checkpoint Controller

Note that this version differs from that of Figure 3 in that the guard before the accept statement (when not EMPTY =>) has been deleted. Instead, there is an if statement within the accept statement.

The relevant code fragment of the checkpoint controller is shown in Figure 11. This has also been simplified to consider just one subtype annotation at a time:

: : :

accept CHECKPOINT(NAME : : : : ; ENQ COUNTER : NATURAL) do

while DEQ COUNTER(NAME) /= ENQ COUNTER loop wait for corresponding secretary task to send CHECKS PROCESSED; DEQ COUNTER(NAME) := DEQ COUNTER(NAME) + CHECKS PROCESSED;

end loop;

end CHECKPOINT;

DEQ COUNTER(NAME) := 0; : : :

Figure 11: Checkpoint Controller Code

Termination of Scopes. In Section 2.3, we sketched how tasks are terminated at the end of their scopes. The first step in this process (waiting for all check requests to be processed) is achieved by using a checkpoint. The refined program code is shown below:

CHECKPOINT CONTROLLER . CHECKPOINT(EVEN CONSTRAINT, ENQ COUNTER(EVEN CONSTRAINT));

abort CHECK TASK EVEN, CHECK SECY EVEN;

SideBar 5 A Performance Degradation Model

Here, we develop a model which can be used to quantitatively analyze the various performance degradation parameters of a run-time monitoring system.

For any monitoring system m, let us define the following performance degradation parameters: • t^o_m This is the time overhead due to the initialization and termination of the monitoring system. Even if there were no annotations to be checked, the transformed program will take this much longer to execute. In the system described in this paper, this includes the time take to create and terminate tasks like the checkpoint controller. • t^{oa}_m Here, a is an annotation. This is the time overhead due to the presence of a in the program. In a program where a is the only annotation, but no checks are performed, the transformed program will take t^o_m + t^{oa}_m longer than the original program to execute. In the system described in this paper, t^{oa}_m includes the time taken to create and terminate the secretary task and the checking task of a. • t^{ca}_m This is the time by which the underlying program is slowed down every time a check is performed with respect to a. In general, t^{ca}_m will depend on the value being checked. For example, the annotation IS PRIME(X) can take more time to check for larger values of X. To avoid complicating our model, we define t^{ca}_m to be the average amount of time by which the underlying program is slowed down every time a check is performed with respect to a.

In the system described in this paper, t^{ca}_m is the time required to perform the enqueue operation and then to increment the enqueue counter. The time taken to perform the actual check is not included because the checks are performed in parallel and therefore the underlying program is not slowed down. • n_a For any program, this is the number of checks with respect to a that needs to be performed. This number is independent of the monitoring system m, but will vary depending on the particular program run. Here again, n_a can be considered the average number of checks with respect to a over the program runs which are of interest.

If the program contains annotations a_1, . . ., a_k, then the performance degradation due to a monitoring system m is:

t^o_m + k∑ i=1 ( t^{oai}m + n_{ai} × t^{cai}m ) (1)

If m_{con} is the concurrent monitoring system and m_{seq} is the sequential monitoring system, then it makes sense to use the concurrent monitoring system over the sequential monitoring system when:

(t^o_{mcon} − t^o_{mseq} ) + k∑ i=1 ( (t^{oai}_{mcon} − t^{oai}_{mseq} ) + n_{ai} × (t^{cai}_{mcon} − t^{cai}_{mseq} ) ) ≤ 0 (2)

The above inequality is obtained from (1) by substituting m_{con} and m_{seq} respectively for m and then comparing the two. This inequality can be simplified by making a few assumptions. We can assume that t^{oa}_m is independent of the annotation a. Therefore, we rewrite t^{oa}_m as t^{ao}_m (where ao stands for annotation overhead)^3. We also split t^{ca}_m into two components — the constant overhead due to setting up to perform the check, which we denote by t^{coa}_m and the overhead due to actually performing the check, which we denote by t^{cha}_m . We can assume that t^{coa}_m is independent of the annotation a (hereafter, this is referred to as t^{co}_m), and that t^{cha}_{mcon} = 0.^4 Then (2) simplifies to:

(t^o_{mcon} − t^o_{mseq} ) + (t^{ao}_{mcon} − t^{ao}_{mseq} ) × k + (t^{co}_{mcon} − t^{co}_{mseq} ) × k∑ i=1 ( n_{ai} ) ≤ k∑ i=1 ( n_{ai} × t^{chai}m_{seq} ) (3) This inequality states that if the total time required to perform the actual checks is greater than the extra overhead of the concurrent system over the sequential system, the concurrent system should be used. It should be clear that this inequality assumes that the monitoring system does not interfere with the underlying program except when it holds up the underlying program during the enqueueing of check requests.

References

[1] F. L. Bauer, B. Moller, M. Partsch, and P. Pepper. Formal program construction by transformations — computer-aided, intuition-guided programming. IEEE Transactions on Software Engineering, 15(2):165–180, February 1989.

[2] Dines Bjørner and Cliff B. Jones. Formal Specification and Software Development. Prentice/Hall International, 1982.

[3] A. Ersoz, D. M. Andrews, and E. J. McCluskey. The watchdog task: Concurrent error detection using assertions. Technical Report 85-267, Computer Systems Laboratory, Stanford University, May 1985.

[4] D. J. Lu. Watchdog processors and structural integrity checking. IEEE Transactions on Computers, C-31(7):681–685, July 1982.

[5] David C. Luckham. Programming with Specifications: An Introduction to ANNA, A Language for Specifying Ada Programs. Texts and Monographs in Computer Science. Springer-Verlag, October, 1990.

3Here we also assume that the total number of tasks generated does not cause the Ada run-time scheduler to degrade. Otherwise, t^oa_m would be a function of how many checking tasks and secretary tasks have already been created in the program.

4We are making a simplifying assumption here that the underlying program never has to wait for a check to be completed. For example, we assume that if the underlying program reaches a checkpoint, all relevant checks have already been performed and the underlying program is not held up.

[6] A. Mahmood and E. J. McCluskey. Concurrent error detection using watchdog processors — a survey. Technical Report 85-266, Computer Systems Laboratory, Stanford University, June 1985.

[7] D. S. Rosenblum, S. Sankar, and D. C. Luckham. Concurrent runtime checking of annotated Ada programs. In Proceedings of the 6th Conference on Foundations of Software Technology and Theoretical Computer Science, pages 10–35. Springer-Verlag — Lecture Notes in Computer Science No. 241, December 1986. (Also Stanford University Computer Systems Laboratory Technical Report No. 86-312).

[8] S. Sankar. Automatic Runtime Consistency Checking and Debugging of Formally Specified Programs. PhD thesis, Stanford University, August 1989. Also Stanford University Department of Computer Science Technical Report No. STAN–CS–89–1282, and Computer Systems Laboratory Technical Report No. CSL–TR–89–391.

[9] S. Sankar. A note on the detection of an Ada compiler bug while debugging an Anna program.

ACM SIGPLAN Notices, 24(6):23–31, 1989.

[10] US Department of Defense, US Government Printing Office. The Ada Programming Language Reference Manual, February 1983. ANSI/MIL-STD-1815A-1983.