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This Standard is based upon an original work for the Public Record Office of England and Wales by Kenneth Tombs.

Bundles For The Perpetual Preservation Of Electronic Documents And Associated Objects

Foreword

This Specification has been prepared in response to the need to preserve documents and associated objects stored on computer media up to one thousand years from the present day. This is to enable future researchers to access the information that they contain. 

This Standard specifies a system that is least likely to be affected by technical obsolescence and version redundancy in applications software.

PDC 123456 contains first; a technical specification for a means to preserve electronic documents or objects in perpetuity and; second, annexes which provide related information and guidance on the subject. 

The concept of Bundling arose from a call by the Keeper of the Public Record Office (PRO) in the United Kingdom, for innovative ideas on how best to preserve in perpetuity electronic records. The need was for either a permanent method, or for holding mechanism that would give the PRO time to develop a long-term strategy.

The aim of this Standard is to provide a lowest common technical denominator to safeguard electronic documents or objects currently stored on computer media. 

Introduction

The production and storage of valuable documents and digital objects on computer systems has become common practice. Thus, there is a need for a system that enables these to be preserved for future use, independent of any particular technology. This Standard specifies only the structure of such a system and not the use of any particular software or media.

In general, national archives, libraries and museums, as well as businesses, now have legal commitments to the continued long-term usage of electronic items, as central components of their carrying on their everyday work.  Ideally, the requirement for preservation could be met by the reduction of all file formats to a single type, coupled with a method to access them. However, suppliers of software applications have been reluctant to agree upon using a single format, for by doing so they give up many of the unique product features.  Today there is a multiplicity of file formats that all lack an exact compatibility between them, and that will become more complex over time and between future generations of individual formats. 

In addition to the issue of file format compatibility, the variations between computer operating and display systems on differing hardware platforms creates an additional need for processor independence. . In reducing numerous file formats to a single type, contextual and presentational information for the document or object could be lost.  Associated with the reduction of files to a single type is the cost and technical considerations of regularly undertaking such conversions.

It is not acceptable to reduce an original electronic document or object to a format which has lesser abilities to present the content of the original.  This is for the two following reasons.

a) Legality. Many legal jurisdictions now accept that the electronic document ‘as created’, is classed as the original, and the reduction of that original to some lesser form may reduce its probative value in court;

b) Researchers and final users may derive useful knowledge on our present day working practices and cultural attitudes from how our technology looked and worked, as much from content of the electronic records themselves.

What is required is a means of transcending all proprietary or open file formats and hardware platforms, to reduce risks of technical obsolescence to an organisation in using those products. The Bundles specified in this Standard  are intended to preserve the ‘look and feel’ of an original document, through a process of managing the imperfections in current technological terms.

1.
Scope

This British Standard specifies the characteristics of Bundles each comprising a single electronic object for the perpetual preservation of electronic documents and associated objects. It is applicable to all types of electronic document files, including text files, image files, computer aided design data, moving or still video images, and combinations of these.

This standard is intended for:

a) Systems integrators who provide document or object production and management facilities;

b) organisations who wish to ensure that their electronic documents and associated objects can be kept in perpetuity for whatever reason.

2.
Normative references
The following normative documents contain provisions which, through reference in this text constitute provisions of this British Standard. For dated references, subsequent amendments to, or revisions of, any of these publications do not apply. For undated references, the latest edition of the publication referred to applies.

Documentation Vocabulary -  DD247: 1998

Information Technical Vocabulary - BS/ISO/IEC 2382-1: 1993

ASCII - 1 Character Set

3. Terms and Definitions

For the purposes of this British Standard, the terms and definitions given in DD247, BS/ISO/EEC 2382-1, and the following apply.

3.1
Arrayment

process of electronically receiving (ingesting), indexing, storing and subsequently accessing the content of a Bundle.

3.2
Bundle

single electronic object containing documents, electronic objects, or data and application files, that can reproduce the content and visual presentation of those items stored.

3.3
Control Software


application or software within a Bundle that links together the components of that Bundle.  

NOTE: The control software may also provide operating system or programming interfaces within the Bundle.

3.4
Display Tool

application that converts information in a document into a visual display that can be read on screen.

3.5
Header

leading component of the electronic file that that constitutes a Bundle that  contains information about the content and creation of what is preserved within a Bundle.

3.6
Navigator
software application constructed in such a way that it links with the other components of a Bundle to enable access to the content of that Bundle, related to the index information (not the Precis index), for display upon the workstation.

3.7
Precis index

 
A simplified index included within the Bundle Header that enables an external storage system, to identify as a minimum:

a) the date of the Rendering of the Bundle;

b) originator of the Bundle;

c) subject content, the date of first creation and the date of last use of the contents of the Bundle;

d) any comments, special conditions or constraints upon the use or release of that particular Bundle.

3.8
Rendering

process of aggregating electronic documents or objects selected from their originating system, with sub-sets of necessary software such as indices, audit logs and so on, with additional navigation and control software, into a viable Bundle.

4.
Components of a Bundle

4.1
General

A Bundle shall contain the electronic files or objects which are to be preserved and the following additional components.

a. a Bundle Header including a Precis Index of its content; also data regarding the construction or provenance of the documents or objects being preserved suitable for interpretation by users later;

b. a Display Tool such as a viewer or browser;

c. a Navigator for the content of the Bundle;

d. Bundle control software;

e. a detailed Index (not the Precis Index) of content derived from the structure used by the originating system, to present how the creator of a document or object would have used it;

f. Meta-Data regarding the creation of the documents or objects such as usage audit logs, work tracking records;

g. Primary document or Object Files

NOTE: A Bundle may also contain:

a. a Thesaurus of terms that can be used as a finding aid with the Bundle;

b. Secondary Document or Object Files for extraction from a Bundle into a finding aid such as a Full-Text database;

c. a list of language usage variations or language translation assumptions.

A Bundle shall conform to the following. 

1. Nothing used in the construction of a Bundle shall deviate in any way from an operating system's author's stated uses for that software, nor shall any deviation from the stated design constraints for any computer processor be allowed.

2. The construction of Bundles shall conform to the author's or manufacturer's published design guidance for that particular generation of hardware, operating system or other supporting applications, device drivers and so on.

3. Nothing used in the construction of a Bundle shall deviate from the need to create a self-contained and functionally complete aggregation of objects, that can be used 'as is' on a commonly available version of a processor and operating system combination.

4. The electronic file size for any Bundle shall be no larger than five hundred megabytes of code
.

NOTE. The interrelationships of the components of a Bundle are illustrated in Figure 1:
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Figure 1. Components of a Bundle

4.2
Specification

A Bundle and its inclusive Header shall be such that it can be read by computer without having to access the internal content of the Bundle. The Bundle Header shall include the information specified in Table 1 or a null entry, in the order shown. Start and end locations shall be referenced in bytes from byte one of the Bundle.

Table 1 Content of a Bundle

Bundle Section
Sub Section
Description

Functional Section

Execution
Applications launcher, General Control Software and Operating System Interfaces, Navigation and 
Section of code to ensure that Bundle ‘runs' or Executes in its own right.

Header
Properties
Version ID



Originator



Date Rendered



Time Rendered



Description of Content (min 1,000 ASCII Characters)



Constraint on Access (min 1,000 ASCII characters)


Operating System
Version



Revision/Patch ID


Hardware
Processor



BIOS Version


Miscellaneous
Block Size


Precis Index
Start Location 



End Location



Graphics Resolution


Index
Start Location



End Location


Primary Objects or Documents in Bundle
Number of Entries


Secondary Objects or Documents in Bundle
Number of Entries


Display Tool One
Start Location



End Location


Display Tool 'n'
Start Location



End Location


Commentary Field 
(min 1,000 ASCII Characters)


Checksum
For complete Bundle


Object or Document Files
Start Location in Bundle



End Location in Bundle

Display Tool
Viewer Executable Code


Objects Section

Index 
Index with Keywords
Start Location



End Location

Object/Document Files
Note: a nul entry shall be included for information if these objects are not included in Bundle



Optional Originator's Metadata File 
Start Location



End Location


Optional Thesaurus
Start Location



End Location 


Optional Linguistic Variations List
Start Location



End Location


Primary Document or Object File - '1'
Start Location



End Location


Primary Document or Object File - 'n'
Start Location



End Location


Secondary Document or Object File - '1'
Start Location



End Location


Secondary Document or Object File - 'n'
Start Location



End Location

5 Amendments to Bundles

Any software application used to Render a Bundle shall not include any facilities to enable its content to be amended or revised.  In order to ensure that Bundles and their associated logs and audit trails remain complete, it shall be possible only to delete a Bundle and substitute a replacement. 

NOTE 1. It is not acceptable to deconstruct a Bundle for revision or correction within the holding organisation's systems.  This is to ensure the viability and authenticity of the items preserved within each Bundle and that the various check sums employed in the Rendering process remain accurate.

Note 2. It would be expected that during the Rendering of a Bundle for storage that the system undertaking that process will make logs of the activities and content of the Bundles produced. Periodically those logs and details should themselves be individually Rendered and Bundled for preservation in chronological order with the Bundles to which they relate.

NOTE 3. The integrity of the logs that record the Rendering process and the correct Arrayment of Bundles should be ensured at all times.

NOTE 4. Should a Bundle in storage be found to contain errors then the return of that Bundle to the originator's system would enable that Bundle to be de-composed into its constituent parts for correction. Following this de-composition, a new Bundle would be rendered for storage purposes, as opposed to creating a replacement, with a note in the new Bundles commentary field to the effect that it replaces a previous Bundle.  This ensures that at any one time, a copy of a Bundle exists in storage and at the originator's system, to protect the contents at all times. 

NOTE 5. If a Bundle is deleted for any purpose, as when superseded because of error, it is recommended that the storage system should log the event recording when, why, was it replaced and by which Bundle, as well as who authorised or requested those actions.

ANNEXES

Annex A (informative) - Guidance on the Transfer and Storage of Bundles

A.1 General

Bundles generally would be expected to pass from a user's or originator's system, to some other storage or Arrayment facility. 

For reliability and integrity purposes, putting aside any economic considerations, the transfer mechanism is most likely to take some form of telecommunications interconnection. Within an organisation, it would be expected that such a transfer would be through some local area or wide area network.  This may take the form of quiet hours transmissions over a secure or semi secure network of some type.

Should physical media be the chosen method of transfer, then it is recommended that upon receipt of that media by the third party, it is copied onto the operational media for  storage or  Arrayment and after suitable verification by the Arrayment system, the transfer physical media be erased or destroyed. This is to prevent the later inadvertent duplication of Bundles.

The adoption of good practices in this area should be followed and the British Standards Institution's PD0008 series of publications are recommended for this purpose.

A.2 Transfer Procedures

Transfer procedures for Bundles are the responsibility of the originator and the long-term storage facility. 

If the transmission of the data file to the storage system is made using a file transfer program, then the transmission system should be designed in such a way to ensure that transmitted files and received files are unaltered by the transmission system.  Upon successful receipt of the file the storage system should treat the file as if it had been created within the holding organisation's system.

The following is a list of items for consideration:

· The contents of a Bundle should not be stored in an encrypted form at any time to avoid difficulties of key management over extended periods of time;

· Third party electronic Notary techniques should be employed to ensure accurate transfer and integrity of storage of Bundles where practicable;

A.3 Use of Bureau Services for Transfers

Many organisations might wish to send electronic documents to a bureau that specialises in Bundle Rendering and possibly long-term storage.  Processing may include additional indexing of documents and the transfer of data files to a storage location.  Good management practice typical for other EDM and image processing applications should be adhered to wherever possible.

A.4 Storage Procedures

The principles of Bundling are that they reduce all forms of originating storage media over time, to a single form of media for preservation.  This does not avoid the need for media migration, although it reduces it to a single migration with time and scope to better plan for technology obsolescence.

There is a considerable range of guidance and advice available from organisations such as British Standards and the Central Computer & Telecommunications Agency.  It is recommended that any organisation seeking to preserve electronic items for extended periods of time, supplements their PD0008 policy documents with a well researched, planned and budgeted for storage and migration strategy.

A.5 Security and protection

It is recommended that Bundling management systems include security controls appropriate to the operational circumstance of the originator. The content of BS7799 and other appropriate BSI or ISO procedures should be adopted as appropriate.

To control access to the various levels of the system (e.g. management, selection and Rendering, transfers, retrievals), a secure controlled access system should be implemented.

Electronic file transfers, such as moving Bundles from one place or device to another should be controlled by application software. 

It should not be possible to move a Bundle or change its index entry in the Bundle management system without an entry in the audit trail.

All information about the status of Bundles, maintenance and Quality Control logs and audit trails should be kept in a secure manner, and be available for inspection by authorised external personnel.

Annex B (informative) - Guidance on the use of Bundles

B.1 Document Types

This Specification makes no assumptions as to what will form the content of a Bundle.

It is likely that Bundles will be used for a multiplicity of purposes ranging from a primary role as long-term preservation mechanism, to becoming a generic transportation mechanism. The format and structure of electronic documents is expected to continue to evolve as rapidly as the underlying technology itself.

This could encompass meta-data, other information such as flight and satellite telemetry, real-time processing, product or construction loading and design data, and information from other computer systems that may be required to be kept for extended periods.

Examples of suitable items for storage in Bundles are:

a. data, meta-data, textual works, sound, images, motion and still video, and business graphics

b. electronic document systems

c. records management systems

d. Internet and Intranet pages

For each type, its validity and accuracy needs to be verified when Rendering objects or documents into Bundles. Using checks of the origin of the data files, and conformity to the specific procedures, Bundles can be constructed so as to ensure a final user can access those materials and data many years hence.

B.2 Policy Document

The originator of documents and objects should agree with the holder of any Bundles an operational Policy at an organisational level. It is appreciated that there should be considerable scope for agreement and choice of  strategy to suit local circumstance.  To ensure that those involved comprehend what is being provided and undertaken, a Policy Document (please refer also to PD0010) should be produced, formulating a policy towards issues such as:

· document lifecycles

· selection of Documents ‘Worthy of Long Term Preservation’

· the implementation of any key standards that precursor long term preservation

· any legal or governmental advice to be sought and acted upon

· Precis and main index content

· telecommunications protocols and security matters

· originating index and audit content

· user authorisation, affirmations, signatures (digital or otherwise), and verification practices ( in Rendering a Bundle for storage or during its subsequent display to the final user, it is essential that digital signatures are verifiable as per the original)

· creation and origination practices

· working retention periods for any paper derivatives of electronic materials

· user access

· revisions of documents and revision histories

· transfer of worthy documents to a long term archive constructed for that purpose

· the local erasure of electronic documents transferred to an archive or long term storage facility

B.3 Retrieval

The user who is seeking the contents of a Bundle or Bundles, as a minimum should be able to identify what he or she seeks from the header information for each Bundle, that has been referenced on the storage systems master index or catalogue.  Once a Bundle has been copied to a final user’s workstation, that user will be have access to the Bundle’s internal Index files. 

Index files from the Originator's system may be very large and too cumbersome to use automatically in any way.  Therefore, only at the final user stage will the Index, thesaurus or linguistic information be available for searching upon in detail.

B.4 Quality Control
PD0008 sets out criteria for ensuring the quality and integrity of documents stored in electronic systems such as these.  It is recommended that implementers of systems storing Bundles refer to that Section of that publication, to ensure that necessary document acceptance and periodic tests on storage media are made.

Annex C (informative) - Advice regarding contractual and legal considerations

C.1 General

There are a number of legal aspects that will need to be addressed when using Bundles. The constraints of Regulatory Agencies on both commercial and governmental organisations, ownership of the intellectual content of the documents within a Bundle, and Data Protection or freedom of Information principles or requirements, need to be dealt with.

C.2 Evidential Issues

The major contractual impact of using Bundles is that system integrators should agree to clear terms that once documents have been Rendered into a Bundle, that Bundle and all of its internal components are available for future use without further charge or constraint. This would mean a grant in Perpetuity the right to use, copy, and distribute Bundles and their contents within certain limits conditions.  It would be expected that any holding organisation would contractually respect the intellectual property rights of a supplier in any software including any third party software.
It is essential that an organisation is aware of the value of information that it stores, and executes its responsibility to preserve a document long term under the principle of ensuring a duty of care.
To fulfil this objective, the organisation needs to:

· be aware of legislation and regulatory bodies pertinent to its industry;

· establish a chain of accountability and assign responsibility for activities

using electronic document management at all levels;

· keep abreast of developments by keeping in contact with the appropriate bodies and organisations;

It is essential that an organisation has appropriate levels of security for managing its information, which should be agreed with any appropriate third party and documented.

C.3 Licensing and Intellectual Property in Bundles

To achieve the goals for Bundling, the system integrator of the originator's system, should provide a tool for the Rendering of Bundles, ideally as part of the original system supply agreement.  Similarly, other suppliers may provide Rendering tools for Bundles that are not restricted to the originating system.  In both cases they are likely to include proprietary software and applications that would normally incur ongoing support and charges support and maintenance.

It is essential that there is no conflict of licensing, copyright or intellectual ownership between supplier, originator and any holding or storage organisation. Bundles when rendered, should be unencumbered by any such restrictions or conditions that constrain the future use and duplication of a complete Bundle's components, or its distribution.

C.4 Seeking Advice

The implications of installing and using Bundles to store documents that have legal significance are far reaching. Such systems are becoming common, with various codes established by organisations involved with these systems. 

It is essential to consult with interested third parties at the planning stage and before any system is procured and implemented.

Annex D (informative) - Document Retention

Document retention procedures within the originator’s organisation are a matter for their own consideration and policy.  Document retention requirements can vary widely for the purposes of a national archive, repository or store and is likely to be governed by national policy or local statutory, commercial or customary requirements.

This Specification recommends that in any Retention Schedules used by an organisation as a whole, an appropriate reference is made to the preservation processes required for documents, and any class or other identifier information that goes with them.

This is to ensure that the accidental erasure of electronic documents or objects in any form cannot take place.  Civil servants in the United Kingdom and Northern Ireland have a responsibility mandated by law by in the Public Record Act of 1958 amended in 1967, and the consequences of accidental or deliberate erasure could lead to prosecution.  Similar duties of care exist under the United Kingdom Companies Act and various European Directives for commercial and non-governmental organisations.

Annex E (informative) - Technical obsolescence

E.1 General

The need to overcome technological obsolescence is central to achieving the perpetual preservation of electronic documents and objects.  At a practical level its is a complex subject that requires very long term strategic planning and budgeting for to ensure a viable storage facility is maintained.  Bundling seeks to reduce risk and raise survival rates for electronic documents.  

No single approach can avoid all the risks to the survival of any files or documents in electronic storage. The supporting infrastructure and systems that create and store Bundles are as important to the process as are the Bundles themselves, and seen as part of a very long-term strategic approach to perpetual preservation. Managing technological obsolescence is, therefore, dynamic in nature not static. The perpetuation and preservation of Bundles requires that they be constantly attended to in a strictly controlled manner.

There are three accepted approaches to coping with technology obsolescence as follows.

a) Technology Preservation:
The physical hardware is specially kept and repaired to keep it working. Keeping an old magnetic tape deck functioning would be an example of preserving previous generations of technology;

b) Migration:


A previous type of hardware device (diskettes for example) or an application programme is replaced with new hardware or application software. Thus it becomes obsolete.  

This approach subdivides into three types of migration; a simple transfer, where the data on an old hard disk is copied to a new hard disk before the old one is removed for example; the replacement of an application, and the transfer of the old data into a form usable by the new application; and reconstruction, where an old application is rewritten to work with new hardware or with a new operating system for example.

c) Emulation:


A specific piece of hardware or software, that an application cannot work without, is no longer available.  An old operating system may not work 'as is' on a new machine, so an emulator in software is written that makes the old operating system believe it is working on an old machine - even though it isn't. An alternative might be used where an application can only use a particular graphics card to display its calculations. In such a case a software emulator is written to make a modern card behave like its predecessor.

E.2 Comparison between Approaches
In broad terms technology preservation is of limited use long-term as ultimately it becomes prohibitively expensive, mechanically impossible or, impractical to pursue for space or storage reasons. 

Migration is a useful technique that is well understood in current IT terms, and would form a useful component of a long-term preservation strategy. Its limitations are; that such migrations have to be undertaken frequently in the context of perpetual preservation, and everything has to be migrated at once; and that migrations tends to loose the format and provenance of the original items. 

The simplest approach to migration is to have a single type of application and hardware to work with, so for example, only one type of optical disk needs to be transferred to another type of storage, rather than multiple types to multiple types.  

Emulation is less well understood and has been used with limited success generally. It has been used most where an application written for one operating system needs to be used on another, as rewriting it (migration) is too expensive or time consuming. Typically operating system emulators are not very efficient and consume large proportions of a computers processing ability to function at all.

Whilst emulation is not ideal for commercial systems, it has major potential as a tool in long-term preservation strategies, where final user performance is not a critical factor. 

Emulators are complex pieces of software and require careful construction and considerable technical knowledge to create. However, if there is only a single hardware environment to bridge to a new system, emulation may be a relatively low cost option.  At a practical level, if an emulator is not available commercially that meets the need, at least only one emulator has to be written specially which controls costs.

E.3 Risk Reduction Through Scale of Working

An underlying principle for Bundling is to store Bundles on only one type of storage media, keep them in one Arrayment system, and distribute them to one choice of workstation for final users.  

This could be described as managed obsolescence where systems are reduced to a largest single type. This approach reduces risks and long-term expenditure, the migration of a hundred million electronic documents takes marginally more effort than transferring a thousand electronic documents. 

E.4 Supplier and System Integrators
It is probable that the widespread adoption of this Standard would lead software developers to provide the technical support for emulators and migration tools, that would be useful to document and object holders long-term. Thus using this Standard is likely to prompt small niche suppliers to meet the technology needs of  users and applications authors in this respect, and thus further reduce the risks and impact of technological obsolescence.

It is likely that in any strategy for perpetual preservation that both migration and emulation approaches will be used together tactically, to perpetuate access to stored documents and objects. Hardware is the most straightforward to migrate, and Bundles would be either migrated or emulated according to the technology available at the time. 
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� This is for the time being a limit based upon the useful capacity of a compact disk as a potential carrier mechanism for Bundles and will be subject to future review.
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