155' Copyright Ron Burback 1997The Kerberos ProtocolRon BurbackLecture 8

156' Copyright Ron Burback 1997The TalknDefinitionsnAuthenticating to the Security ServicenAuthenticating to another Service.nAcquiring PermissionsnAuthenticating to another Service with PermissionsnAuthenticating Challenge

157' Copyright Ron Burback 1997DefinitionsnPrincipal: The name of a person or server.nPassword: A secret string known only to the owner.nKey: The parameter used in an encryption or decryption algorithm.nPass Key: A password is converted to a pass key with a one-way encryption.

158' Copyright Ron Burback 1997DefinitionsnSession Key: A key used for a short period of time. nAuthenticating: The act of validating a principal�s identity.nAuthorization: The act of granting permissions.

159' Copyright Ron Burback 1997DefinitionsnPAC: Privilege Attribute Certificate. The list of a principal�s capabilities.nACL: Access Control List. The list of principals and groups granting various permissions to a resource.nClear Text: Traditional text.nCipher Text: Encoded text.

160' Copyright Ron Burback 1997DefinitionsnEncryption: The act of taking clear text into cipher text.nDecryption: The act of taking cipher text into clear text.nOne way Encryption: A message is encrypted in a fashion which is not reversible.

161' Copyright Ron Burback 1997DefinitionsnTicket: A message from the security service, always encrypted, granting authorization or authenticating.

162' Copyright Ron Burback 1997DefinitionsnSecret (Private) Key Algorithm: One key is used to both encrypt and decrypt text.nPublic Key Algorithm: Two keys are used. One key, a secret key, to encrypt text and a different key, a public key, to decrypt the text. nRegistry: The pass key database for a secret key algorithm.

163' Copyright Ron Burback 1997Services Involved in Security

PrivilegeServiceManagesPACsClientPrincipalP2ClientPrincipalP1SecurityServiceManagesPassKeys

164' Copyright Ron Burback 1997Two Important TicketsnTGT (Ticket Granting Ticket) - authenticates a principal.nSTkt (Service Ticket) - authenticates one principal to communicate with another principal. Principal to principal authentication.

165' Copyright Ron Burback 1997TGTThe TGT authenticates a principal. It includesthe principal�s name, a session key used forcommunication between the principal andthe security service, and a expiration time.All encrypted with the Security Service�s Key.

Principal�s NameSession KeyExpiration Time<Security Service�s Key>

166' Copyright Ron Burback 1997STkt - P1 wants to talk to P2The STkt authenticate a principal P1 to anotherPrincipal P2. It includes the principal P1�s name, a session key used for communication between the principal P1 and principal P2, and a expiration time.All encrypted with the Principal P2�s Key.

Principal P1Session KeyExpiration Time<Principal P2�s Key>

167' Copyright Ron Burback 1997Understanding the graphicsMessage, M, is encrypted with Key, K, and contains Data, D, is sent from Principal, P1to Principal, P2. Note that Key, K, is not partof the message.

Data:DMessage: M

Principal:P1Principal:P2<Key: K>

168' Copyright Ron Burback 1997Authenticating to the RegistryStep 1Principal P1 wouldlike to authenticate.

Principal:P1SecurityServiceThe Principal sends the account name, in the clear, to theSecurity Service.Message: M1

169' Copyright Ron Burback 1997Authenticating to the RegistryStep 2The Security Service creates a new session key, S1, and constructs the Ticket Granting Ticket, TGT. The TGTcontains the session key, the principal�s name, anda lifetime all encrypted in the Security Service�s Pass Key.This message is encrypted in the Principal�s Pass Key and sent back to the Principal.

S1, TGTTicket:TGT (Ticket Granting Ticket)

Principal:P1Security Service< Principal�s Pass Key >Message: M2

<Security Service�s Pass Key>S1, P1, lifetime

170' Copyright Ron Burback 1997Authenticating to the RegistryStep 3nThe Principal types in the pass word.nThis is converted to a pass key.nThe pass key is used to decrypt the message and obtain the TGT.nThe Principal now has the session key and is authenticated to the security service.

171' Copyright Ron Burback 1997List of Tickets, so farnTGT, Ticket Granting Ticket with Session Key S1

172' Copyright Ron Burback 1997Authenticating to another servicenPrincipal P1 would like to talk to another service. In this example, P1 would like to talk to the Privilege Service. The Privilege Service will eventually grant privileges to P1. The Privilege Service will authorize P1. The Privilege Service is really just a component of the security service.

173' Copyright Ron Burback 1997Authenticating to another service: Step 1P1 would like to talk to the Privilege Service.TGTThe Principal, P1, sends a message to the Security Service, encrypted in the session key granted in the TGT,asking for permission to talk to the Privilege Service.

Principal:P1SecurityService<Key: S1>Message

174' Copyright Ron Burback 1997Authenticating to another service: Step 2nThe Security Service decrypts the message and discovers the TGT. nThe Security Service decrypts the TGT and validates this request.nA new session key, S2, is created.nA STkt ticket is constructed consisting of P1 and S2 encrypted in Privilege Service�s key.

175' Copyright Ron Burback 1997Authenticating to another service: Step 3The Security Service creates a new session key S2,and a STkt ticket with S2 and P1 encrypted in Privilege Service�s pass key. The Security Service thenencrypts the ticket in the session key S1.

Principal:P1Security Service

<Key: S1>Session Key : S2STkt

<Privilege Service�s Pass Key>S2, P1, lifetimeSTkt: Service Ticket Granting Ticket

176' Copyright Ron Burback 1997Authenticating to another service: Step 4nP1 decrypts the message and discovers the key S2 and the STkt for Privilege Service. nWe now have a ticket to talk to Privilege Service.

177' Copyright Ron Burback 1997List of Tickets, so farnTGT, Ticket Granting Ticket, Key S1nSTkt, Service ticket for the Privilege Service, Session Key S2A Principal P1 has authenticated to the securityservice and is authorized to talk to the Privilegeservice.Next, we will get the PAC.

178' Copyright Ron Burback 1997Two More Important TicketsnPTGT (Privilege Ticket Granting Ticket) - authorizes a principal by using a PAC. Just a TGT with a PAC.nPSTkt (Service Ticket) - authorizes one principal to communicate with another principal including a PAC. Principal to principal authorization. Just at STkt with a PAC.

179' Copyright Ron Burback 1997PTGTThe PTGT authorizes a principal. It includesthe privilege service�s name, a session key used forcommunication between the principal andthe privilege service, a expiration time, and the PAC. All encrypted with the Security Service�s Key. Note the use of the Privilege Service Name.

Privilege Service NameSession KeyExpiration TimePAC of the Principal<Security Service�s Key>

180' Copyright Ron Burback 1997PSTkt - P1 wants to talk to P2 with authorization.The PSTkt authorizes a principal P1 to anotherPrincipal P2. It includes the privilege service�s name, a session key used for communication between the principal P1 and principal P2, a expiration time, and the PAC of P1. All encrypted with the Principal P2�s Key.

Privilege ServiceSession KeyExpiration TimePAC of P1<Principal P2�s Key>

181' Copyright Ron Burback 1997Acquiring PermissionsnAt this time the principal has been authenticated and has a TGT.nThe principal has requested a service ticket to the Privilege Service and has a STkt. nWe know want to obtain a PTGT with a PAC from the Privilege Service.

182' Copyright Ron Burback 1997Acquiring Permissions: Step 1The Principal P1 sends the request for a PTGTto the Privileged Service and includes the STktall encrypted in the S2 session key.

Message

Principal:P1PrivilegeService<Session Key S2>STktP1 would like a PTGT

183' Copyright Ron Burback 1997Acquiring Permissions: Step 2The Privilege Service creates the PTGT anda new session key S3 and returns the informationback to the Principal all encrypted in the sessionkey S2.

Message

Principal:P1PrivilegeService<Session Key S2>Session Key S3PTGT

184' Copyright Ron Burback 1997Acquiring Permissions: Step 3Principal P1 now decrypts the message, discovers the PTGT and the new session key. P1 now has the PAC. Recall that the PTGT is encrypted with the Security Service�s Key.

185' Copyright Ron Burback 1997List of Tickets, so farnTGT, Ticket Granting Ticket, Key S1nSTkt, Service ticket for the Privilege Service, Session Key S2nPGTG, TGT with PAC, Session Key S3Next, we will get the PAC to another service.

186' Copyright Ron Burback 1997Authenticating to another service with PAC: Step 1P1 would like to talk to the P2 include a PAC.PTGTThe Principal, P1, sends a message to the Security Service, encrypted in the session key granted in the PTGT,asking for permission to talk to the P2.

Principal:P1PrivilegeService<Key: S3>Message

187' Copyright Ron Burback 1997Authenticating to another service with PAC: Step 2nThe Security Service decrypts the message and discovers the PTGT. nThe Security Service decrypts the PTGT and validates this request.nA new session key, S4, is created.nA PSTkt ticket is constructed consisting of P1 and S4 encrypted in Security Service�s key. The PAC is copied into the PSTkt.

188' Copyright Ron Burback 1997Authenticating to another service: Step 3The Security Service creates a new session key S4,and a PSTkt ticket with S4 and P1 encrypted in Security Service�s pass key. The Security Service thenencrypts the ticket in the session key S3.

Principal:P1Security Service

<Key: S3>Session Key : S4PSTkt

<Security Service�s Pass Key>S4, P1, lifetime, PACPSTkt: PAC Service Ticket Granting Ticket

189' Copyright Ron Burback 1997List of Tickets, so farnTGT, Ticket Granting Ticket, Key S1nSTkt, Service ticket for the Privilege Service, Session Key S2nPGTG, TGT with PAC, Session Key S3nPSTkt, PAC Service Ticket for P2, Session Key S4.

190' Copyright Ron Burback 1997Authentication ChallengenAt anytime a client process can challenge another client process even if a valid STkt or PSTkt has been presented.

191' Copyright Ron Burback 1997Authentication Challenge: nP1 has given P2 a STkt. nP2 challenges the ticket by generating a random number and sending it in the clear to P1. If P1 is really on the other end of the connection, P1 can reply to this challenge with the same random number encrypted in the STkt�s session key. If P2 gets back the same random number then it really is P1 at the other end.

192' Copyright Ron Burback 1997Public Key ExtensionsnWe can use the same protocol with an RSA based public key algorithm. The protocol, the tickets, and the session keys all remain the same. What changes is the encryption algorithm. nCommunication with a Principal is done with the Principal�s public key

193' Copyright Ron Burback 1997TGT - if public key was usedOnly the Security Service would be able to decryptthis ticket. The other ticket are similar.

Principal�s NameSession KeyExpiration Time<Security Service�s Public Key>

194' Copyright Ron Burback 1997SummarynAuthentication vs AuthorizationnTickets - Architecture FoundationnRequest, Encrypt, Challenge protocolsnPublic vs Private