195' Copyright Ron Burback 1997Data Integrity, Confidentiality, Audit, Non-RepudiationRon BurbackLecture 9

196' Copyright Ron Burback 1997Data IntegritynIs this the same data?nMD5 checksum, encrypted with the session keynlike a digital signature

197' Copyright Ron Burback 1997Data ConfidentialitynOnly the people who need to see the data can.nDES encryption

198' Copyright Ron Burback 1997AuditnDCE keeps an audit trail of eventsnAny application can send audit eventsnDCE services have built in events—security—time—auditnNeed auditd running on same machine

199' Copyright Ron Burback 1997Events, Event Classes nEvery event has a unique 32 bit numbernEvents are grouped into classes—name—32 bit number

200' Copyright Ron Burback 1997FiltersnWho should be audited?nWhat events should be audited?nWhat outcome of events should be audited?nWhere will the information be placed?

201' Copyright Ron Burback 1997Filters - Who?nPrincipal, foreign principalnGroup, foreign_groupnCellnWorld

202' Copyright Ron Burback 1997Filters - Outcomesnsuccessnfailurendenial

203' Copyright Ron Burback 1997Filter - WherenAlarm—print message to the consolenLog—write message into the audit file—/dcelocal/var/audit/adm/central_trail¨file size then wrap¨file size then close and start new file—write back cache

204' Copyright Ron Burback 1997Security Audit EventsnTGT, PTGTnACLsnAccountsnPoliciesnRegistry Master KeynSecure RPCnChange in state of the registry

205' Copyright Ron Burback 1997DTS Audit EventsnService changesnclock readingsncell service profilesnservice attributes

206' Copyright Ron Burback 1997�Audit� audit eventsnchanges in filtersnchanges in state

207' Copyright Ron Burback 1997Display Auditsndcecp> audtrail <filename>