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Structural Symmetries and Model Checking

Gurmeet Singh Manku
Abstract

We present a fully automatic framework for identifying symmetries in structural
descriptions of digital circuits and CTL* formulas and using them in a model checker. We
show how the set of sub-formulas of a formula can be partitioned into equivalence classes so
that truth values for only one sub-formula in any class need be evaluated for model checking.
We unify and extend the theories developed by Clarke et al [CEFJ96] and Emerson and
Sistla [ES96] for symmetries in Kripke structures. We formalize the notion of structural
symmetries in net-list descriptions of digital circuits and CTL* formulas. We show how
they relate to symmetries in the corresponding Kripke structures. We also show how such
symmetries can automatically be extracted by constructing a suitable directed labeled graph
and computing its automorphism group. We present a novel fast algorithm for solving the

graph automorphism problem for directed labeled graphs.
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Chapter 1

Introduction

As design cycles become shorter, circuit size and complexity grow larger and costs
of design errors increase in magnitude [Hof95], traditional approaches like simulation are
being augmented by more complete techniques like formal verification [CW*96]. One pop-
ular verification technique is model checking [Eme90], in which temporal logic formulas
are verified on a non-deterministic finite state machine that represents the system under
scrutiny. Model checking algorithms [CES86, CMB90, BCMD90, TSL*90, BCL*94] typi-
cally explore the states of such a finite state machine. A major problem faced by state space
exploration techniques is due to the fact that the size of the machine could be exponential
in the size of the system description. This phenomenon is commonly referred to as State
Space Ezxplosion.

Several techniques are being developed for countering the state space explosion
problem. Partial order methods [Pel93, God96], abstraction [Lon93], compositional ap-
proaches [CLM89] and symmetries [Ip96, CEFJ96, ES96] appear to be most promising. To

date, none of these techniques has been fully automated.

1.1 Symmetries

Hardware circuits and distributed algorithms abound with symmetries. Hard-
ware systems with symmetries include memories, caches, arithmetic circuits and distributed
memory architectures. Several distributed algorithms exhibit symmetry. The same holds
for concurrent programs. Typically all designs that have replicated subcomponents exhibit

symmetry.
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Huber, Jepsen and Jensen [HJJ84] and Starke [Sta91] have investigated the use
of symmetries for expediting reachability analysis for Petri nets. An algebraic approach
for reducing the cost of protocol analysis has been proposed by Kurshan [Kur87] and Attie
and Emerson [AE89]. The approach uses quotient structures induced by automorphisms
of the system. For example, symmetry between 0 and 1 in the alternating bit protocol
is factored out to reduce the size of the state space by one half. Verification of cache
consistency protocols has been shown to benefit from symmetries. See the survey by Pong
and Dubois [PD97] for details. Symmetries have proven useful even for transistor-level

verification of digital circuits [PB97].

1.1.1 CTL* Model Checking

Emerson and Sistla [ES96] and Clarke et al [CEFJ96] have developed a theory
of symmetries for CTL* model checking. Both papers show how symmetries in Kripke
structures and CTL* formulas allow the construction of a smaller sized quotient structure
such that the formula need be verified only for the quotient. Clarke et al focus on sym-
bolic techniques and study the complexity of related BDDs. Using carefully constructed
formulas, they are able to verify the correctness of IEEE Futurebus+ standard [CGHT95].
Emerson and Sistla focus on systems composed of isomorphic subprocesses. In both works,
symmetries are specified manually. Theory for using symmetries in the presence of fair-
ness constraints has been developed by Emerson and Sistla [ES95]. More recently, Gyuris
and Sistla [GS97] have developed an on-the-fly model checker that utilizes symmetries un-
der fairness. Theory for combining partial orders and symmetries has been developed by

Emerson, Jha and Peled [EJP9T7].

1.1.2 Scalarsets

Ip and Dill [ID93, ID96] use symmetries for speeding up verification of safety
properties using explicit state exploration techniques for designs specified in a guarded
command language. They propose augmentation of the language itself by introducing a
new data type called scalarset. A set of state variables is said to constitute a scalarset
if they are fully symmetric with respect to each other. The augmented language imposes
syntactic constraints on their usage. In [Ip96], it is shown how reflexive ring symmetries

like those found in the Dining Philosophers Problem can similarly be handled.
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Scalarsets have two advantages. First, violation of syntactic constraints can be
detected during compile time. Second, since the types of symmetries are limited in number
and well understood, algorithms for using symmetry information in a model checker get
simplified.

The idea of introducing new data types for different kinds of symmetries has some
drawbacks. There would always be a limit on the kind of symmetries that a designer is
allowed to declare. A more serious flaw is that specification languages in the real world are
not amenable to modification. For example, Verilog [Ver97] and VHDL [VHD93] are two
IEEE Hardware Description Languages that cannot be modified easily.

1.2 New Ideas

We have developed a practical framework for automatically identifying symmetries
in CTL* formulas and structural descriptions of digital circuits and using them in a model

checker to speed up verification. The following are our key accomplishments:

1. We show that given a Kripke structure and a CTL* formula f, the set of sub-formulas
of f can be partitioned into equivalence classes such that it suffices to compute the
truth values for any one sub-formula in a class. This idea is distinct from building a

quotient structure. The two can be used in conjunction.

2. We unify the theories for symmetries in Kripke structures and CTL* formulas, de-
veloped by Emerson and Sistla [ES96] and Clarke et al [CEFJ96]. We extend their

fundamental theorems pertaining to quotient structures.

3. We formalize the notion of structural symmetries in net-list descriptions of digital
circuits and CTL* formulas. We show how these symmetries relate to those in the
corresponding Kripke structures. We propose algorithms for identifying these sym-

metries automatically. The algorithm requires no assistance from the designer.

4. A major problem to be solved before existing symbolic or explicit model checkers can
successfully exploit quotient structures is the Canonical State Problem. We outline a

new algorithm for solving the problem using symbolic techniques.

5. We propose a novel fast algorithm for solving the graph automorphism problem for

directed labeled graphs. This problem arises during automatic extraction of structural
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symmetries.

We note that our framework can be extended to formulas in p-calculus, as done

by Emerson and Sistla [ES96].

1.3 Organization of Report

In Chapter 2, we review background material. In Chapter 3, we show how the
set of sub-formulas of a CTL* formula can be partitioned into equivalence classes. In
Chapter 4, we develop theory for quotient structures. In Chapter 5, we formalize the notion
of structural symmetries and show how such symmetries can automatically be identified.
The identification procedure requires computation of all automorphisms of a directed labeled
graph. In Chapter 6, we describe algorithms from computational group theory that solve
the graph automorphism problem. In Chapter 7, we tabulate results, draw conclusions and

list open research problems.



Chapter 2

Preliminaries

2.1 Kripke Structures

Let AP be a set of atomic propositions. A Kripke structure over AP is a triple
M = (S, R, K), where

e S is a finite set of states.
e R C S x Sis a transition relation that is total, i.e. (Vs € S)(3t € S)((s,t) € R).
o K:S5 — 24P is a labeling function.

The labeling function K associates with each state a set of atomic propositions
that are true in that state. Note that K could be many-to-one. Let states in S be encoded
such that there is a 1-1 mapping from S into 2% for some L. Since each state corresponds
to a unique element in 2, the labeling function K can be looked upon as a multi-output
boolean function K : 2 — 24P,

In the context of hardware verification, L corresponds to the set of latches, AP
corresponds to the set of outputs of the circuit and K represents boolean predicates on
latches that generate the outputs.

A Kripke structure models the state transition graph of a Moore machine [HU79],
where the outputs are functions of the current state variables. In general, it cannot model a
Mealy machine, where the outputs could depend on the inputs as well. There are effective
procedures for converting a Mealy machine into a Moore machine. In general, such a

conversion changes the set of state variables.
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2.2 Temporal Logic CTL*

CTL* was first proposed by Emerson and Halpern [EH86]. It has two kinds of
boolean formulas: state formulas that evaluate to true in a specific state, and path formulas

that evaluate to true along a specific path.

2.2.1 Syntax

Let AP be a finite set of atomic propositions.

A state formula is either

e p, where p € AP,
e —f or fVg,where f and g are state formulas, or

e F(f), where f is a path formula.
A path formula is either

e 3 state formula, or

o —f, fVvg, X for fUg, where f and g are path formulas.

CTL was proposed by Clarke and Emerson [CE81] much earlier than CTL*. It is
that subset of state formulas of CTL* in which the path formulas are restricted to be X f
and fUg, where f and g are CTL formulas.

2.2.2 Semantics

Let M = (S, R, K) be a Kripke structure. An infinite sequence of states i =
S0, 81, - -, is said to be a path in M if (Vi.i > 0)((s;, s;4+1) € R). Let ¢* denote the suffix
of 1 starting at s;. Let (M,s = f) denote that the state formula f is true for state s in
Kripke structure M. Similarly, let (M, = ¢) denote that path formula g is true for path
1 in Kripke structure M. Let f; and f; be state formulas. Let ¢g; and g9 be path formulas.
Then the relation |= is defined inductively as follows:

M,sk=p & pe K(s).

M,s=-f < M,slE fi.

M,s=fivfy, < M;sEfi or M;skE fs.

M, s E FE(g1) < there exists a path 9 starting at s such that M, |= g;.
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M, v = fi < sis the first state of ¢ and M, s = fi.

M, - & MY FEg

MyEgVg <& MvyEg or M,y E g.

M, ¢ | Xgi & MylEa.

M9 = glUgs < (Fn>0)(M, " g2) A (V5.0 < j < n)(M, 7 |= g1)).

2.2.3 Logically Equivalent Formulas

We say that two CTL* formulas f and g are logically equivalent if their truth value

is the same for every state in any Kripke structure they are interpreted on.

2.2.4 Structurally Equivalent Formulas

We say that two CTL* formulas f and g are structurally equivalent if they not
only are logically equivalent but also have isomorphic parse trees. The latter condition can
be rephrased as follows: when written in postfix notation, the sequences of operators in
both formulas should be identical and there should exist a permutation defined on the set
AP such that replacing every occurrence of p € AP in formula f yields the sequence of
operands in formula g.

Intuitively, when f and ¢ are structurally equivalent, ¢ is the same formula as f
written in a structurally different way. The difference arises solely due to the commutativity

of some operators.

2.3 Model Checking Problem

The model checking problem is: Given a set of atomic propositions AP, a Kripke
structure M = (S, R, K), a CTL* formula f defined on AP and a set of initial states I C S,
does every state in I satisfy f7

Typically, M is not specified explicitly. It is derived from the system to be verified.
Common systems are hardware circuits, distributed protocols and concurrent programs.
The set S and the transition relation R are derived from the system specification. The
atomic propositions in AP correspond to outputs in a hardware circuit or state variables

in a protocol. What makes model checking challenging is the fact that the size of S can be
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exponential in the size of the specification.

Efficient procedures have been developed for solving the model checking problem.
Clarke, Emerson and Sistla [CES86] presented the first algorithm for CTL model checking
based on explicit state space exploration. Their algorithm is linear in the size of the formula
and the number of states.

In 1986, Bryant [Bry86] described an efficient implementation of Binary Decision
Diagrams (BDDs), a data structure for representing boolean functions first introduced by
Akers [Ake78]. Soon after Bryant announced the success of his BDD package, several
groups started adapting explicit state space exploration techniques for BDDs. Some of the
earliest symbolic techniques using BDDs were proposed by Coudert et al [CMB90], Burch et
al [BCMD90] and Touati et al [TSLT90]. A symbolic model checker that can handle more
than 10'2° states on some pipelined circuits has been described by Burch et al [BCL*94].

Both symbolic and explicit CTL model checking algorithms first compute the set
of states reachable from I. They also construct a parse-tree of f. Leaves of the parse tree
correspond to atomic propositions in AP. Non-leaf nodes contain operators and correspond
to different sub-formulas of f. The parse tree is processed in post-order. When a state
sub-formula is encountered, its truth value for the set of reachable states is evaluated and
remembered. After the root is processed, the algorithms check whether f is true for all the
states in I or not.

CTL* model checking proceeds in a similar fashion. The parse tree is traversed
in post order. Evaluation of truth values for a path formula can be done by using a model
checker for LTL, another temporal logic. Model checking of LTL formulas can be done using

language containment and tableau construction [VW86].

2.4 Permutation Groups

A classic reference for group theory is a textbook by Herstein [Her75]. Permutation
groups are studied in a book by Wielandt [Wie64]. Practical algorithms for manipulating
permutation groups are presented by Butler [But91].

2.4.1 Definitions

A permutation 7 is a bijective mapping 7 : S — S defined over a finite non-empty

set S. Permutations are usually written in cycle form. Singleton cycles are ignored. For
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example, (1,4,2)(3,7) denotes a permutation on the set {1,2,3,4,5,6,7} where the images
of elements 1,2,3,4,5,6,7 are 4,1,7,2,5,6, 3.

We denote the action of 7 on an element s € S by ws. Let a binary operator o be
defined on a pair of permutations as follows: 7y o 19 = 73, where (Vs € S) (738 = mam8).
It is easily verified that w3 is a permutation.

A non-empty set of permutations GG together with the operator o constitutes a

group if it satisfies the following properties:

1. CLOSURE Vi, mg € G)(mp0my € G)

3. IDENTITY dee G)(Vr e G)(eomr=moe=m)

Ve G)Er ' eG)(ron =rtor=¢)

(

2. ASSOCIATIVITY  (Vry,me, w3 € G) (71 0 (72 0 m3) = (71 0 M2) 0 73)
(

4. INVERSE (

Strictly speaking, the set G along with the operator o together define a group.
However, in this report, we will use G as a convenient shorthand for denoting the group as
we deal only with permutation groups.

Let H be a subset of permutations in the group G. The set H generates G if every
element m of G can be written as a composition m;, om;, o---om;, of elements of H for
some k dependent on w. Elements of H are also called generators of G.

A group H is a subgroup of GG if H is a group and every member of H belongs to
G. We use H < (G to denote this relationship.

We use G1 NG5 to denote the intersection of the groups G; and G, which itself
is a group.

For a set T'C S, we define 77T = {s | s = nt where t € T'}. This overloads the
operator m but buys us notational convenience.

For aset X C 9, such that 7 X = X, we use 7<x> : X — X to denote the restric-
tion of m to X.

2.4.2 Definition of G X H

We introduce a binary operator X to represent a function that we will encounter

several times in this report.
Let G denote a permutation group over Sy U Sy such that (Vr € G)((7S1 = S1)
A(mSz = S2)). Let H denote a permutation group over Sy U Ss similarly. Then G X H
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is a permutation group over S; U S3. A permutation m belongs to G X H if and only
if there exists a pair of permutations g € G and h € H such that (Vs € S;)(gs = 7s),
(Vs € S3)(hs = 7s) and (Vs € S3)(gs = hs).

Effectively, G ™M H joins permutations from G and H if and only if their action on
Sy is the same. The symbol X has been borrowed from relational database literature, where
it denotes the join of two tables i.e. the operation of taking the cross product of two sets of
tuples (tables) and choosing those that satisfy some predicate. The predicate is commonly
the equality of some members (table columns) of the original tuples coming from the two

tables.

2.5 Graph Isomorphism Problem

The graph isomorphism problem is: Given a pair of directed graphs A;= (Vi, E1)
and Ay = (Va, Ey), is there a bijective mapping @ : Vi — Vy such that

(Vor,v2 € V1) ((v1,v2) € Fy & (7vy, mvg) € F3)?

The book by Hoffman [Hof82] and Section 2.6 of the survey by van Leeuwen [v.90]
present a comprehensive summary of algorithmic results pertaining to the graph isomor-
phism problem. The problem has withstood all attempts at a solution to date. It is neither
known to be NP-complete nor known to be polynomially solvable. There is some theoretical
evidence that it is not NP-complete because if it were so, the Meyer-Stockmeyer polynomial
hierarchy would collapse. The problem remains hard for directed acyclic graphs, bipartite

graphs and regular graphs.

Polynomial algorithms are known for a few special cases. For rooted trees with
n vertices, the problem can be solved in O(n) time (Theorem 3.3 in the book by Hopcroft
and Ullman [HU79]). For planar graphs with n vertices, Hopcroft and Wong [HW74]
present an O(n) time algorithm. A linear time algorithm for interval graphs is due to
Lueker and Booth [LLB79]. For random graphs, an O(nlogn) algorithm is due to Deo et
al [DDL77]. A polynomial time algorithm for graphs with bounded degree has been dis-
covered by Luks [Luk82]. For general graphs, the best known algorithm is due to Babai

and Luks [BL83]. It has a worst-case time complexity of O(c”l/2+o(l)).
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2.6 Graph Automorphism Problem

Given a directed graph A = (V, F), a permutation 7 :V — V is said to be an
automorphism of A if it satisfies (Vu,v € V)((u,v) € F< (mu, 7v) € E). The set of all such
permutations forms a group as it satisfies the four properties listed in Section 2.4.1. The
graph automorphism problem is to compute this group from a description of A.

The problem of computing whether a graph has a non-trivial automorphism is as
hard as graph isomorphism. See the survey by van Leeuwen [vL.90] for further results. Prac-
tical algorithms for computing the automorphism group of a directed graph have received

much attention in the last two decades. We discuss them in Chapter 6.






Chapter 3

Symmetric Sub-formulas

In this chapter, we develop theory for partitioning the set of sub-formulas of a
CTL* formula into equivalence classes such that it suffices to evaluate the truth values
for only one sub-formula in any class for model checking. We also outline a technique for

identifying these classes automatically.

3.1 Definitions

Let M = (S, R, K) be a Kripke structure with 2 states.

3.1.1 Definition of Auily L

Let w : I — L be a permutation. It induces a permutation IT : 2 — 2 naturally.
Let m be such that Il is an automorphism of the directed unlabeled graph (S, R). The set

of all such 7 forms a group, which we denote by Auty; L.

3.1.2 Definition of Auly L - AP

Consider a permutation 7 : LU AP — L U AP such that (7L = L) and (7<1> €
Autpyr L) and (Vz € 2B)(Vy € 247)((K(2z) = y) & (K(rz) = 7y)). Recall that 7>
denotes the restriction of m to L. The set of all such permutations = forms a group which

we denote by Autps L - AP.
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3.1.3 Definition of Auty L - X

Sometimes in later chapters, it will be convenient to consider a Kripke structure
M having additional labels drawn from a set X. In such a case, the new labels can be
looked upon as a mapping K’ : 2 — 2%,

Consider a permutation 7 : LU X — L U X such that (7L = L) and (7«1 €
Autpyr L) and (Vz € 2F)(Vy € 24P)((K'(z) = y) & (K'(rz) = 7y)). Recall that 7.1~
denotes the restriction of m to L. The set of all such permutations = forms a group which

we denote by Autyr L - X.

3.2 Theory for Symmetric Sub-formulas

Fors € S and m € Autpys L- AP, let s denote the state obtained by applying 7 to
the encoding of s. For any path @ in M, let m¢ denote the path obtained by applying 7 to
every state in ¥. For a CTL* formula f defined on AP, let 7 f denote the formula obtained
by replacing every occurrence of p € AP by mp.

Theorem 3.1 For a Kripke structure M = (S, R, K') and a permutation 7 € Autpyr L-AP,
(M,s = f) & (M, s = )

(M, ¥ |=g) & (M, 79 |= mg)

for any state s € S, any path b in M, any CTL* state formula f and any CTL* path

formula g.

Proof:

The syntax of CTL*, as described in Section 2.2, allows us to write path formulas
that are the same as state formulas. To differentiate between the two, we will assume the
existence of an operator Path that explicitly converts state formulas into path formulas, as
allowed by the syntax. Then the shortest formulas are of the kind f = p, where f is a state
formula and p € AP.

We prove by induction on the length of the formula. We will use the easily proven
identities: ((~f) = ~(7f)), ((fV g) = 7/ V 7g), (r(Xf) = X(xf), (v(Eg) = E(rg))
and (7(1Ugs) = mg1Umga).
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Base case:

Let f =p where p € AP. Let (M, s |= f). Then p € K(s). From the definition of
Autpyr L - AP, we obtain mp € K(7ws). Thus (M, 7s = wf). We can prove the result in the
other direction similarly to obtain (M, s |= f) < (M,7s = 7 f).

Induction step:
We show that if the theorem holds for all formulas of length k, then it holds for
all formulas of length £ + 1.

State formulas:

e —f: Formula f has length k. By assumption, (M,s = f) & (M, 7s =« f). It readily
follows that (M,s = —f) & (M,ns = —-nf) & (M,7s = n(—f)).

o fiVfa: Wehave (M,s = f1V fa) & (M, s |= fi) or (M, s |= f2)) & (M, 7s =7 f1)
or (M,msl=nfy)) < (M,ms = (rfiVrf)) < (Mrs=r(fiV f2)).

e E(g): By definition, (M,s |= E(g)) < there exists a path 1 starting at s such that
(M, % |= g). Since g is of length k, (M, |= g) & (M, 74 = mg). It follows that
(M, s = E(9)) & (M,7s |= E(rg)) < (M, 7s = mE(g)).

Path formulas:

e Formulas of the kind —g and g1 V g2 can be handled in the same way as state formulas.

e Xg: By definition, 7¢p! = (7¢)!. Since g is of length &k, (M, 9! | g) & (M, 7x¢!
rg) & (M, (r)! E ) & (M, 76 = X (ng)) & (M, 7 | 7(Xg)).

o g1Ugy: Let (M9 = g1Ugz). By definition, (3n > 0)((M, ¥™ = g2) and (V5.0 < j <
n)(M, ¢ |= g1)). Both g; and g, have length at most k. We have (Vi.i > 0)(7¢* =
(m)%). Thus, (M,9" = g3) & (M, 7" = 1g5) < (M, (r)" |= mgs). Similarly,
(V5.0 < j < n)((M,9? | g1) & (M, (7)) = 7g1)). Combining them, we obtain
(M, ¥ = 1Ug2) & (M, 79 | mg1Umga) & (M, 79 | (91U g2)).

e Path f: By definition, (M, | Path f) < (M,s = f) where s is the first state of
1. Since f is of length k, (M,s = f) & (M,ns | nf). It follows that (M,? £
Path f) < (M, 7 |= Path (v f)) < (M, 79 = n(Path f)).
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3.3 Equivalence Classes of Sub-formulas

For a Kripke structure M and CTL* formula f defined on AP, let SF denote
the set of all sub-formulas of f, including any atomic propositions in AP that occur in f.
Recall the definitions of logical and structural equivalence from Sections 2.2.3 and 2.2.4. For
asubgroup G' < Autyr L- AP, we define a relation ~¢ C SFx SF as (Vf1, f2 € SF)((fi =¢
f2) & (37 € G)(rfi and f, are logically equivalent)). We also define a relation ~¢ the

same way as ~C but replacing logical equivalence by structural.

Theorem 3.2 For G < Autyr L - AP, the relations =¢ and = are equivalence relations,

S

with ~% inducing a partition coarser than that induced by ~¢.

Proof:
Reflexivity: The identity permutation belongs to every permutation group G and
leaves any formula unchanged.

Symmetry: From the definition of permutation groups, 7 € G = 7~ ! € G. If 7 is

1

a witness for (f; =% f,), then 771 is a witness for (fy % f1). The same holds for ~% also.

Transitivity: If 71 € G is a witness for (f; ~¢ f2) and my € G is a witness for

(f2 =% f3), then m; o my is a witness for (f; & f3), where m; o 73 € G, from the definition
G

S as well. O

of permutation groups. A similar argument holds for =

3.4 Model Checking with Equivalence Classes

How do Theorem 3.1 and Theorem 3.2 expedite model checking? Let us assume
that we have identified the equivalence classes induced by ~@ or ~%. Consider two sub-
formulas g and h in the same class. Let m# € Autpys L - AP be a witness that transforms h
into g. If the truth value of A has been evaluated for all states in .5, the truth value for g is
immediately available. In a symbolic technique, the BDD for g can be computed from that
for h by variable substitution corresponding to 7. Alternatively, we can obtain the BDD
for ¢ in a different variable ordering by simply renaming variables in h.

The truth values for only one formula in any equivalence class defined by =% or

G

~
s

need be evaluated; all others follow immediately. This could contribute to significant

savings if the formulas in the orbit are big or they are path formulas with a temporal
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operator at the top. For the latter case, some fixed point computations are obviated in a

symbolic technique.

3.5 Computing Equivalence Classes of Sub-formulas

Problem: Given G < Autyy L - AP and a CTL* formula f, how do we find two
sub-formulas g and h such that g =~ h? This is a computationally hard problem even if f
is a simple boolean formula without path operators or temporal quantifiers [AT96].

Does the problem become easier if we replace =@ by ~%? If we allow operators

with arbitrary arity (which is the interesting case, in practice), we can show that the problem
is as hard as graph isomorphism. The reduction is simple. Given two undirected graphs, let
AP be a set of atomic propositions with cardinality equal to the number of vertices in either
graph. Label the vertices of the first graph with AP such that each vertex has a unique
label. Now, label each edge (z,y) with the sub-formula p, A p,, where p, and p, are the
labels of # and y respectively. Finally, construct the disjunction of all these sub-formulas.
Construct a similar formula for the other graph. The two graphs are isomorphic if and only
if the two formulas are structurally equivalent. We can also show that the problem remains

hard even if we restrict the arity of operators to O(]AP)).

We now outline an algorithm that is limited in the types of symmetric sub-formulas

it can identify but can be very effective in practice.

3.5.1 Definition of Auty AP -SF

For a CTL* formula f, let SF denote the set of sub-formulas of f, including all
atomic propositions that occur in f. Consider the group consisting of permutations = :
AP — AP such that f and 7 f are structurally equivalent. Every permutation in this group
implicitly defines a permutation on the set AP U SF. For example, let AP = {py,p2, p3}
and f = V(fi, fo, f3) where fi = p1Upy, fo = poUps and f3 = p3Upi. Then SF =
{f, fr, f2, f3,p1, P2, p3}. The permutation 7 = (py, p2, p3) belongs to Auty AP and implicitly
defines the permutation (p1,pa, ps)(f1, f2, f3)(f). We denote this group on AP U SF by
Auty AP - SF.
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3.5.2 Definition of ~&"

Let G < Autpyr L - AP. Let H < Auty AP - SF. Recall the definition of X
from Section 2.4.2. We see that the group G X H is well defined. We define a relation
~OMHC SF x SF as (Vfi, fo € SF)((fi =" f,) & (3r € G ™ H)(nf; and f, are

S

structurally equivalent)). This is an equivalence relation. In general, the partition induced

by ~&H is finer than that induced by =& for G = Autys L - AP.

3.5.3 Putting It All Together

The overall idea is to compute a group G < Autys L- AP, a group H < Auty AP -
SF and then G X H. In Chapter 5, we will show how all the three steps can be carried
out automatically by constructing a suitable graph and solving the graph automorphism
problem for it. The representation for G X H would allow us to easily identify the partitions
induced by =" and produce witnesses that transform one sub-formula into another in

the same partition.

3.5.4 Critique

We concede that the technique outlined above would identify equivalent sub-
formulas only if the symmetry in the specification is reflected in the formula as well. It
appears that a coarser partition can be obtained by devising better heuristics, as the size

of formulas is small in practice. This could be the theme of a short research project.

3.6 Generating New Formulas

Having computed G < Autps L- AP and proved the correctness of a CTL* formula
f, one can use Theorem 3.1 to generate new formulas whose truth value is already known.
These can be obtained by producing a non-trivial # € G and constructing 7f. A model
checker can present new formulas to a designer in a controlled fashion using an interactive

user interface.
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3.7 Summary

Theorem 3.1 and Theorem 3.2 show how sub-formulas of a CTL* formula can be
partitioned into equivalence classes such that the truth value for only one formula in any
class need be evaluated. In Section 3.5, we outlined a procedure for automatically identifying

these classes. Briefly, we need to compute G < Autpys L-AP, H < Auty AP-SF and G X H.

The idea of symmetric sub-formulas does not attack the state space explosion
problem. It expedites model checking on the original structure. In the next section, we
develop the notion of quotient structures, which are aimed directly at reducing the state
space. Once they are described, it will become clear that identification of symmetric sub-

formulas contributes to savings on top of quotient structures.






Chapter 4

Quotient Structures

In this chapter, we develop a theory of symmetries for Kripke structures, unifying
those developed by Clarke et al [CEFJ96] and Emerson and Sistla [EKS96]. We first show
how a smaller sized quotient structure can be constructed from a Kripke structure and a
CTL* formula so that it suffices to check the formula on the quotient. We then show how a
model checker need be modified to use quotient structures. A major problem to be solved
before model checkers can successfully use quotients is the Canonical State Problem. We
propose a novel symbolic algorithm for this problem. Finally, we list areas requiring further

research.

4.1 Definitions

Let M = (S, R, K) be a Kripke structure with 2l states. Recall the definition of
Autps L - X from Section 3.1.3.

4.1.1 Definition of [s]s and &4

Let G < Autps L- X for some set of labels X. Let two states s and £ in S be related
if there exists m € (G such that ms = t. This defines an equivalence relation, partitioning
S into equivalent sets called orbits. We denote the orbit of a state s € S by [s]a. We
pick a state from each orbit to obtain a set of representatives. We then define a function
g S — S such that each state is mapped to the representative of the orbit it belongs to.
Note that &5 is not unique. The results in this chapter hold for any &g.
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4.1.2 Definition of Quotient Structure Mg

For a Kripke structure M = (5, R, K) and G < Autpr L - X for some set of labels
X, the quotient structure is defined as Mg = (Sq, Ra, Kg), where

o Sg={[slc | s€ S}
o g ={([sla.[tle) | (s,t) € R}

o Ka([s]la) = K(&a(s))

4.2 Theory for Quotient Structures

An important relationship between a Kripke structure and its quotient is captured

by what is called the Path Correspondence LLemma.

4.2.1 The Path Correspondence Lemma

Lemma 4.1 [CEFJ |, ES
For a Kripke structure M and any group G < Autpy; L-X, there is a correspondence

between paths of M and its quotient structure Mg, characteri ed by

® [50,81,..., 18 a path in M, then [so]a, [s1]a,-- -, is a path in Mg.
e f[sola,[sila,---, is a path in Mg, then for every state tg € [so]c, there exists a
path to,ty, ..., such that t; € [s;]a for 1 > 0.

4.2.2 La el Preserving Quotients
The fundamental result in [CEFJ96] is captured by the following theorem:

Theorem 4.1 [CEFJ
For a Kripke structure M = (S, R, K) and a group G < Auty L - AP, if

(V7 € G)(Vp € AP)(mp = p)
then

(Vs € S)((M, s = f) & (Mg, [sla F )
for any CTL* formula f. O
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Application of Theorem 4.1 requires that the truth value of every atomic proposi-
tion be invariant under every permutation in . In group-theoretic terminology, we require
that each p € AP be centralized.

In the extreme case, we could have AP = L, giving each state a unique label.
As a consequence, (G is trivial and the quotient structure is not smaller than the original.
Therefore, to use Theorem [CEFJ96], we should to be able to generate good outputs as
atomic propositions. This is possible in practice. See [CEFJ96] for examples.

A motivating example where Theorem 4.1 does not allow reduction but symmetries
clearly exist, is a system consisting of n black-boxes interconnected in a ring topology. The
Dining Philosophers Problem is a good example of such a system. Let each black box have a
local output. Let f be a fully symmetric boolean formula on these n outputs. The quotient
structure implied by Theorem 4.1 would be trivial.

If we replace the old set of labels with a single label corresponding to the truth
value of the overall formula, we can leverage Theorem 4.1. This gives us a generalization

that we now develop.

4.2.3 Definition of Auty AP- MPS

A maximal propositional sub-formula is a sub-formula containing only the boolean
operators = and V such that it is not an operand of another formula with topmost operator
—or V.

For a CTL* formula f, let MPS be the set of its maximal propositional sub-
formulas. Let farp be the corresponding multi-output boolean function 24F — 2MP

We define Auty AP - MPS = {n : APUMPS — APUMPS | m is a permu-
tation, TAP = AP, tMPS = MPS, (Yy € MPS)(ry = y) and (Vz € 24P)(fyp (z) =

fup (mz)}. This set forms a group.

4.2.4 Larger La el Preserving Quotients

Recall the definition of the operator X from Section 2.4.2. We see that for G <
Autpr L - AP and H < Auty AP - MPS, the group G X H is well defined.

If we replace the labels of M with a set of labels corresponding to truth values of
sub-formulas in M PS, we can define Autpys L - X (see Section 3.1.2 for its definition) with

X = MPS. From the definitions in Section 4.1.1, we see that [s]oxg and Egmp are well
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defined since it is true that G X H < Autp; L - X, where X = M PS.

Theorem 4.2 For G < Autyy L - AP and H < Auty AP -MPS,

(Vs € SY((M, s |= [) & (Mawn, [s]onn = 1))

Proof: The crux of the proof lies in showing that G X H < Autpy; L- X, where X = M PS.
Then replacing labels of M by labels corresponding to evaluations of sub-formulas in M PS
allows a straightforward application of Theorem 4.1 to get the desired result.

O

It is clear that Theorem 4.1 is a special case of Theorem 4.2, which captures the
symmetries of the black-box system we outlined at the end of Section 4.2.2.

We note that the definition of H is along the same lines as that of Aut ’f in [ES96].
However, their theory is built for a system composed of isomorphic processes such that all
states are uniquely labeled i.e. AP = L.

In Chapter 5, we will show how GG, H and G X H can be computed automatically

from a structural specification and CTL* formula.

4.2.5 An Extension of Emerson Sistla Theorem

Emerson and Sistla [ES96] build their theory of Kripke structures for systems of
communicating isomorphic processes, with the set of atomic propositions being the set of
shared variables. In our terminology, it amounts to assuming AP = L and restricting the
number of initial states to one.

We have extended their fundamental theorem to the case where this assumption
is not true. Briefly, it amounts to introducing a new set of labels corresponding to all
maximal propositional sub-formulas along with all sub-formulas that have E, X or U as the
topmost operator. The proof proceeds along the same lines as Theorem 4.2. Due to lack of
time, we omit the extended theorem and its proof from this report. We however note that

computation of the corresponding H and G M H can indeed be automated.

4.2. Summary

Theorem 4.2 stipulates a set of sufficient conditions that a Kripke structure to-
gether with a CTL* formula should satisfy in order to facilitate the construction of a smaller

sized quotient structure such that it suffices to check the formula on the quotient.
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To construct the quotient, we need to identify the groups G < Autps L - AP and
H < Auty AP - MPS and construct G X H. In Chapter 5, we will show how the three
steps can be carried out automatically.

Once we have constructed G X H, how do we use it to expedite model checking?

We explore this in the next section.

4.3 Model Checking with Quotient Structures

From G < Autpys L - X, let us assume that we magically obtain the function
g S — 5, as defined in Section 4.1.1. The function maps each statein S to a representative

state in its orbit induced by G. How do we use &g in a model checker?

4.3.1 Explicit State Enumeration sing (s

In Figure 4.1 on the following page, we outline how an explicit search can be

modified using &g. If the set nezplored is maintained as a stack, the search becomes depth

first. We have borrowed the algorithm from [CEFJ96].

4.3.2 Sym olic Model Checking sing {5

In a symbolic technique, BDDs are used to store the transition relation R : 2% x
2 5 21 and the set of initial states I : 2 — 2!, Assuming the existence of a BDD for
&g : 2% — 2% the search step can be modified in any of several different ways.

First, we could compute a new transition relation R : 2% x 2 — 21 as:
Rk (z,y) 32’y € 2M)(R(2,y) A (Eal@’) = 2) A (Saly) =)
The set of initial states can be modified to I : 2% — 2! as:
I (x) (3" €2")(I(2") A (&a(2') = 2))

BDDs for R and I can be computed from R and [ simply by substituting
variables by functions. This operation is one of the BDD primitives. From the theory
developed in Section 4.2, it follows that model checking can be done using I , R and the
original CTL* formula. The space complexity of BDDs for R for interesting groups has

not yet been studied by researchers.
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Reached = ;
nexplored =
For each initial state s Do
Append &¢(s) to Reached,
Append &g (s) to  nexplored,
Endforloop
While ( nezplored # ) Do
Remove a state s from nezplored;
For each successor state of s Do
If (q( ) € Reached U  nexplored)
Append &c( ) to Reached,
Append &c( ) to  nexplored,
EndIf

Endforloop
EndWhile

Figure 4.1: M &q.

Alternatively, given a BDD for a set of representative states which are nezplored,

we could use &g to obtain a BDD for the next set of representative states as:
ext( ) 3,y € 28)(Unezp e (2') A R("y) A (&e(y) = )

This equation could be used at each step of the breadth first search. It does not require the

construction of R

In [HAM97], it is argued that explicit methods should be preferred to symbolic ones
for symmetric systems. They show that the BDD for the set of reachable states for some
real systems encountered in practice is exponential in size. However, implicit techniques
might benefit from R by storing only the representatives of states reached. There are no

known results pertaining to the space complexity of R
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4.4 The Canonical State Problem

We now explore how &z can be computed. For s € 2¥, &5(s) is said to be the
canonical state of s. The Canonical State Problem is to compute &g from a description of
the system to be verified. Once we have computed G < Autps L - X in the form of a set of
generators, the crucial question is: ow di cult is it to obtain £ from a set of generators
for a group acting on L?

In [CEFJ96], it is shown that the following problem is as hard as graph isomor-
phism: Given two states in 2" and a set of generators for a group G acting on the set L, do
the two states have the same canonical state? Therefore, the chances of devising a general
purpose fast algorithm using standard representations for generators are remote. However,
in an explicit model checker, we need to pose the query £;(s) repeatedly for a set of states
which is of size O(2F). Can we devise an algorithm that pre-processes the set of generators
such that the cost of pre-processing gets amortized over a multitude of subsequent queries?

This is an open problem.

4.4.1 Equivalence Relation Approach

An idea suggested by [CEFJ96] is to construct a BDD for the equivalence relation

¢ € S x S defined as (Vs,t € S)( q(s,t) © ([sla = [t]lg)). The motivation is to use the
method of Lin [LN91] to construct & from . However, it may be noted that once we
have a BDD for ¢, we can compute {(sg) for a state sg efficiently without constructing ¢
as follows: simply plug in s = sp and obtain a BDD for (sg,t); then choose any element
from (sg,t) consistently. One choice could be the lexicographically largest smallest value
for t. Thus evaluating £z (so) requires just one path traversal through the BDD for ¢.
Clarke et al [CEFJ96] have identified some interesting groups which are encountered in
practice and for which the space complexity of any BDD for & has an exponential lower

bound.

4.4.2 Direct Computation of {5

We can attempt to construct &g directly without constructing . Note that
¢ is a relation whereas &g is a function. The complexity of BDDs for &5 is not known.

Intuitively, they should require less space because &g is a function. In Figure 4.2, we
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IN UT: my,79,...,7 ,aset of 1-1 and onto functions 2 — 2%,

uT UT: Canonical state function & : 2 — 27,

5($) T
for i = 1 to p do
(z) mi(z)
(z) &(z)
do
(z) (z)
(z) (z)
() ( (@), if ()< ((2))
(z) otherwise.
(z) ( (z))
hile ( # )
E(z)  &(z)
£(x) max{ (y) | {(y) ==}, if {(z) =2

&(z) otherwise.

Figure 4.2: A £ L.
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outline a technique that constructs &g from a set of generators without ever constructing
an intermediate BDD that resembles 4.

In Figure 4.2 on the preceding page, should be looked upon as a BDD operation.
The function max() takes a set T € 2% as its argument and returns the largest element in
T according to some total order on elements of 27,

The algorithm processes elements from the set of generators one by one. The first
do- hile loop computes , the canonical state function for the cyclic group generated by
7;. This function is used to compute the new £, representing the canonical state function
for the group generated by the set of permutations my,7,...,m;_1 . It is easy to formally
prove the correctness of the algorithm and to show that each do- hile loop takes O(|L])
iterations.

The exact complexity for this algorithm is yet to be determined. Does this one or

a variant of it work well in practice?

4.4.3

In [HAMO97], a heuristic procedure is used to compute &(s) for individual states,
one at a time, for an explicit model checker. Another idea proposed by [CEFJ96] is the use
of multiple representatives for each orbit.

We can solve the problem for special classes of groups for which £ is readily com-
puted. This is the approach used by several authors [CEFJ96, ES96, ID96, HAM97]. For
example, if the system is composed of a hierarchy of fully symmetric subsystems, then £ can
be computed for a given state by simply computing the canonical state for each subsystem

recursively and then sorting them.

4.5 R P

4.3 h fl h
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