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Abstract— The emphasis of emerging mobile and Web 2.0
applications on collaboration and communication increases
threats to user privacy. A serious, yet under-researched privacy
risk results from social inferencesabout user identity, location
and other personal information. In this paper, after analyzing the
social inference problem theoretically, we assess the extent of the
risk to users of computer-mediated communication and location
based applications through 1) a laboratory experimentation, 2) a
mobile phone field study, and 3) simulation. Our experimentation
involved the use of 530 user-created profiles and a 292-subject
laboratory chat-study between strangers. The field study
explored the patterns of collocation and anonymity of 165 users
using a location-aware mobile-phone survey tool. The empirical
data was then utilized to populate large-scale simulations of the
social inference risk. The work validates the theoretical model,
highlights the seriousness of the social inference risk, and shows
how the extent and nature of the risk differs for different classes
of social computing applications. We conclude with a discussion
of the system design implications.
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l. INTRODUCTION

Changes in the technological environment are creating

numerous new and unaddressed risks to user priacjayOs
sacial computing applications such as Facebook enable use

to exchange messages, reveal aspects of their profile, and even

find profile-based matched.ocationbased applicationsuch
as LoveGety leverage location mobility, or proximity
information to supprt navigation, recommendations, match
making, etc. The resultingse and sharing afuch personal
information raisemany serious privacy concernBrevious

secured< name; salary> pair, however an individual may
utilize the known information <Rank, Salary> and <Rank,
Name> to infer the private <Name, Salary> information
through deductive reasam. E.g.,the knowledge thaBob is a
manager and all managers earn &n help one deduce that
Bob earns $Xinferenceis mostly known as a security threat to
databasef5] and sometimes as a privadgk in data mining
[6]. Although the inference problem as a threat to database
confidentiality is discussed imany studiesUbiquitous Social
Computing (USC) raises new classes of inferences which we
call social inference. Social inferences arainwanted
inferencesthat result from the use of social computing
applicationsby the inferrer and arabout user inforntéon
associated withtheseapplications such as identity, location,
activities, social relations, and profile informatidrhreats to
user privacy in mobile social computingystemshave been
placed into seven categories[#]. In this paper, we focus on
the two categories that relate to social inferences:

1. Instantaneous Social Inferencésg. mycell ptone show
that!l have a romantic matcBob, who isnearby and | can
only see two people with a similar cell phone aroumel
One of them must be Bolhus increasing mghance of
identifying him).

;S Historical Social Inferencesthrough persistent user
observation (e.gwo nicknames are repeatedly shown on
the first floor of the gynmwherethe gym assistanmtormally
sits. Oneof them must be the gym assisjant

Previous inference prevention methods eradequate in
addresmg social inferencerisks for one or more of the
following reasons

efforts to protect usersO privacy have made considerable Users typically utilize information outside the application

advances interms ofcomputer and networkecurity[1], user
control mechanismp2, 3], ethical considerations, and privacy
policies [4]. However, the collaborative amkrvasivenature
of new mobile andsocial computing applicationscan give

(background knowledge) aspremise for inferences;

The sensitivity of user informatiomay have adynamic
nature based on the context, such as time and location

» The user attribute being inferred (e.g. usersO identity at

users the ability to leverage background knowledge about the physical appearance granularity) may not be stored in the

social environment/coakt to make unwanted inferences.

The terminferenceas used in the privacy literatui® the

process ofleducingunrevealed information as a consequence

of being presented with authorized information. A well known
example of the inference problem relatesah organizationOs

application databaseind
Social inferences do not necessarily result from deductive
reasonind8] as shown in the salary example above.

In this paper, we aim to expand privacy research in the
domain of mobile and social computingVhile numerous

database of employegs], where the relation <Name, Salary> social computing applications deal with privacy concerns
is a secret, but userrequests the following two queries: OList through access contrf2, 9] (e.g., Facebook enables users to
the rank andsalary of all employeesO and OList trrmeand ~ Set privacy preferences) it is clear on its own suohtrol

rank of all employees.O None of the queries contain th&odelswill be unable to prevent unwanted social inferences



Currently, we do not know how significarthe social  previous research on the inference problemherefore,
inference risk isand how it diffes for users of different suggestednferencesolutions often deal with secure database
classes of social computing applications. Gaining suchlesign.

knowledge requires advances in theory and systematic 4. Inference managementTwo different techniques

empirical studies that can then be utilized to extract importarﬁave been propode to identify and remove inference

privacy and de;sug_n implications. Consquently, _We firstonannels. Onenakes use osemantic data modeling methods
analyze the social inference problemtheoretically in the

Y . . to locate inference channels in the database deshgm
context of ubiquitous social computing and propose methOdPedesign the databage remove these channel§he other
to predict the risk of social inference. We then employ,

; ¢ q] le simulati ¢ lore the d techniqueevaluatesdatabase queries to undersd whether
experiments and largecale simulations to explore the angersthey lead tounauthorizednferences. Eaclof these database
and prevalence of st inferences in two critical applications

f ol o/ bil tina: C Mediated management technique has its drawbacks including
of social andior mobile computing: Lompuléediate vulnerability tofalse positivesandnegativesdenial of service
Communication (CMC) and locatieeware applications.

. ) L ) ttacks high computational complexity araerly restrictive
Simulations show.hoyv social inference dangers are diverge its onuser access to informatioithesetechniques have
based on the application type.

been studied for statistical databa$&4], multilevel secure
database$15, 16] and general purpose databafesl17] A
few researchers hawaso addressedhe inference problem in

We categorize research into enhancing user privacy intdata mining[18, 19] Denning and Morgenstern empky
four categories classical information theory to easure the inference chance
in the realm oMmultilevel databasef20].

1. PRESENTPRIVACY MANAGEMENT SOLUTIONS

1.  Ethics, principles, and rule€rivacy concerns can be
partially addressed through the application of ethical Although inferences cabe made about a wide range of
principles and ruled.angheinrich[4] defines e principles of  attributes, sidies and polls suggest that identity is the most
fair information practices as penness and transparency, sensitive piece of users® informatiffj and anonymity
individual participation, collectionrhitation, data quality, use preservation isa key aspect of application desig21, 22]
limitation, reasonable security, accountability and explicitAnonymity is defined as Onhot having identifying
consent. He then sets principles for privacy inmobile  characteristics such as a name or description of physical
computing, that consist of notice, choice, proximity, appearance disclosed so that the participants remain
anonymity, securityand access. unidentifiable to anyone outside the permitted people

2. Access control systems:Access control systems promised at the time dfformed consen?(23].

provide the user with an interfac set their privacy Serjantov and Danez[24], Diaz et al[25], and Toth et al
preferences. Thegiirectly control peopleOs access to theQser [26] suggested information theoretic measures ofrergf
information based ortheir privacy settingsAccess control anonymity of the transmitter node in a network of message
systems with an interface to protect user privaeytad with  transmission systems that use mixing and delaying in routing
internetworking, and were later extended to contaxére and the messages.[24] and [25] try to measure the average
ubiquitous computing systems. The earliest work within thisanonymity of the nodes in theetwork and26] measures the
area isP3P[10]. P3P enables users to regulate their settingsvorst case anonymity in a local network. They make very
based on different factors including consequence,-tfa®  abstract and limited assumptions about the attackerOs
retention, purpose and recipied{ckerman[11] implemented background knowledge which do not result in a realistic
acritic-based agentsystem calledPrivacy Critics, for online  estimation of probability distributions for nodes.
interactions.Theseagents watch the user's actions and make
appropriateprivacy suggestionsAccesscontrol mechanisms

:‘otr rTZOblllze f??]d locatiomware computing were introduced suggested to manageentity inferencein data mining while
aterle, 1z, L-diversity is suggsted to protect both identity inference and
3. Securty protection: Security protection handles the attribute inference in databases. Irk-anonymized dataset,

Recently, new measures of privacy calkeanonymity and
L-diversity have gained populariti27, 28] k-anonymity is

following aspect$1]: each record is indistinguishable from at lddst other records

* Availability (services are available to authorized uyers with respect to certain OidentifyingO attribut@hese

* Integrity (free from unauthorized manipulatjon techrigues can be broadly ckified into generalization

* Confidentiality (only the intended user receives the techniquesgeneralization with tuple suppressitethniques
information). and data swapping and randomizattenhniquesAs notal in

* Accountability (actions of an entity must be traced the introduction, the challenge of social inferences cannot be
uniquely). addressed by previous management techniques alone because

* Assurance(assure thathe security measures have beenthe user attribute being inferred may not be stored in the
properly implemented application database, users typically utilize their background

The inference problem is mostly known as a securityas a premise for inferences, and he sensitivity of user
problem that targets systelbbased confidentiality. informationmay have a dynamic nature.
Confidentiality protection is the area thatludesmost of the



In section Ill, we will explain, modify, and expand conditionalentropy ofy givenx. They definedhe reduction in
Denning and MorgenstemOs formulation to predict the risk afncertainty ofy givenxis defined as follows:

social inference in mobile and social applications. Infeft x> y=(H(y)-H . (y))/H()
The value ofinfer (x! y) is betweerD and 1, representing
1. SOCIAL INFERENCERISK PREDICTION FRAMEWORK how likely it is to derive y givem. If the value is 1theny can

In this section we frame the social inference problem andpe definitely inferred givenx. Denning andMorgenstern il
explain the relation between social inferences and informationot suggest using this formulation in real situatidesause
entropy. We will also provide a framework for modeling they did not know how to calculate conditional entropies.
usersO background knowledge so that e calculate

. . i ) L Cuppons and Trouess[B1] formulate inference control
information entropy and predict the risk of social inferences.

as follows; IfA is permitted to know informatio® andA can

The logic is as follows: asve collect more information derive informatbn " from information Q (Q=>"), then A
about a user, such as his/her contextual situation, owhould be permitted to know ". Consequently, if we warid
uncertainty about other aspects such as his/her idensisype  be forbidden forA andd can be inferred fron®, Q should be
reduced, thus increasing our probability of correglyesing ~ forbidden forA as well.
these aspeas. This uncertainty is measured [yformation None of the above foraiations in their current state can
entropy in information theory.Information [29] as used in 5qqress the social inference risk; Denning and MorgensternOs
telecommunicationsis a measure of the decrease Of¢,. . iation has the problem of highly associating the

uncertaintyof a signal at the receiver. Here we use the facinference risk with the maximum entropy, which undermines
that the more uncertain or random an eventcome) is, the  yhe importance of conditional entropies. Furthere, it

higherentropyit will possess. If an event is very likely or very joeqn®t show how to calculate the conditional entropy.
unlikely to happen, it will not be highly random and will have ¢,,55n&s definition is formulated for logical deductions. We
low entropy. Therefore, entropy is influenced by theq ot remembethat considering partial inferences in a social
probability of possible outcomes. klso depends on ¢h computing systemp may not be logically detted fromQ as
number ofpossible events, because maessible outcomes . qicated byQ => " . Morgensterrand Cuppon don®t consider

make the result more uncertain. In our context, the probability,sers® privacy preferences as a factor, because their focus is or
of an event is the probability that an attribute (such as a userQl§ pase confidentiality protection.

name) takes a specific value. As the inferrer collects more

information, the number of entitieshat match her/his We frame the social inference problem and def@end
collected informationdecreases, resulting in fewer possible” as follows Informaton* is defined to be inferable from
values for the attribute and lower information entropy information Q if knowing Q could reduce the uncertainty

about " andbring the entropy of " down to aisky threshold

To explain this in more detail, we bring an example 1‘romQ is safe to be completely known bgerA if he is permitted

the user experiment described [BO] and built upon in this to know everything that can be inferredom Q:

paper; Bob engagen an online communication with Alice. At .
the start of communication Bob does not know anything aboul ®: [(H(®]Q) < threshold r PK (Q) = PK, (®)]where H("| Q)

his experimental chat partner, so the information entropy its the conditional entropy of " giver.
maximum. After Alice starts chatting, her language and chat We denotesignificantinformation available to the inferrer

style help Bob determine (gues®rrectly) her gender and . . S
home countryf30]. At this point, users of the same gender andn?IUdmg t?)e bkackgr%uEd kr;o(\;vledgw Q’”Q |nclucigihth_e
region are most likely to be his chat partner. Thus, thd™'eTeros background knowledge as well as erssto their

probability of events is no longer uniformly distributed anddueries.In the case of historical inferenceg, includes the
entropy decreases. After a while Alice reveals that she i@NSWers toprevious queries starting at the current time and
Hispanic and she plays for womenGrzer team. Bob who has 90ing back agiven amount of time equal to. TBefore the
seen the soccer team playing before, knows that there is orifjferrer knowsQ, " maintains its maximum entropyThe
one Hispanic female member and infers AliceOs identity &haximumentropy of ", Hmay is calculated as follows:

physical appearance granularity. At this point, while Alice o= & Plog. P o 1)
thinks she kept her identity a secf@d], Bob knows who she max _2 108,

is because there is only one possibédue for her identity.
Therefore, @acial inferences happen whencollected
informationreducegheinferrerOs uncertainty aboutattribute
to a level that lsehe ould deducethat attribut®©s value After estimating all the information available to the
Collected information includes not only the informatim inferrer, Q, we can calculate the conditional information
provided to usersby the systembut also the information entropy of attribute " as defined in information theory:
availableoutside of database backgrouncknowledge

whereP=1/X andX is the maximum number of entities (users)
related to the application

vV
H, = H(®|0) = - Pl(i).log, P1(i)’ @
Classical information theorywas first employed by =
Denning and Morgenstern to measure the inference cliance where V is the number of possible values for attribute
the realm ofnultilevel databses[20]. Given two data items  PA(i) is the probability that thé"ipossible value is thought to
andy, let H(y) denote the entropy of and H,(y) denote the



be the correct one by the inferrdPl(i) is the posterior integrity for a number of yeaf82]. However, a Jajodia and
probability of each value giveQ. Midows [15] say, Ow have no way of controlling what data is
We illustrate this model through the study eXamplele.arned.oqtsid'e of the databaséd our abilities tolpredict it
mentioned aboveAlice is engaged in an dme chat with will be I|m|_tedO T_hus even the best model can give us pnly
Bob. After a while hechat style may enable Bob to guess her? @Pproximate idea of how safe a database is from illegal

. IJ{PéerencesOl'he purpose of modeling background knowledge
in this context is to identifyl) what attlbute can be inferred

') even ifit is outside the database; @)hat attributes, if

female and a member of the soccer team. In this case,

AliceOs identity at name or face granularity. At fiGt, . .
comprises a guess on gender and homentrp, which revealed, can help the inferrer reduce the number of possible

changes the probability distribution of values as below; vglues of* . Background knowledge can be estlmate.d with
PI(i) = different levels of accuracy: IJyhe simplest methodsito
assume that the inferrer knows what we have in the existing

§.01X3+ ¢.(1-0)/(X1yH(1-5).0/(X2) for users of he same genderand country 5 5 sjication database, then estimate the number of possible

s(l-o)/(XN)H1-¢).(1-0)/V for users of only the same gender  yalues of" and their probabilitiesThe weakness of this
(1-¢).o/X2y+(1-¢)(1-0)/V for users of only thesame country ~ methodis thatsome of the attributes in the database are not
(1-¢)(1-0)/V forthe rest of users ~ Usually known by the inferrer and some parts of the inferrerOs

background knowledge may not exist in the datab2s&he
second method i® extend method 1 through hypothesizing
about thenferrerOs likely background knowledgeTBg third
method, is tautilize theresults ofuser studie®f background
knowledge 4) finally we could extend methods 2 or 3 with
) ~application usage data that allows famntinuousmonitoring
After Alice reveals her gender and team membersQip, of inferrer®s background knowledgan analysis of the

comprises the revealed information (gender=femalerelative utility of these approaches is bag the scope of this
ethnicity=Hispanic, and group membership=soccer team) anﬁaper.

background knowldge. Since personal profiles were found to

where V is the number of possible users of the applicatlons,
is the probability of correctly guessing AliceOs geridisrthe
probability of correctly guessg her home countf80], X1 is
the number of wers of the same gender, ax@ is the number
of users of the same country.

be part of her partnerOs background knowlelaekground IV. RESEARCHQUESTIONS

knowledge includes users that are Hispanic female soccer ) ) ) )
players. V is the number of users that sat@fywhich isthe ~_In section lll, we described how to predict the social
number of Hispanic female socceapérs. At this point, V=1, inference risk using information entropy. We saw lentropy
P1(i)=1, and entropy is at its minimum level. thatis less than a certain threshold indicates a hifgrence

risk andthe need to take an appropriate actionsections V

~ If we assume thaunlike the above examplell the  anq v, we try to answer the following questions in terms of
information available to users is deterministic (which meansystem design and the appropriate action.

they are either abl® know the answer or nogssume thatall 1 How serious is the social inference risk in USC
information available outside the database is include®,in applications and can we ignore it?

and focus on anonymity protectiaenP1(i) in equation2) 2 How does the sk change based on the application type?
equals 1/VConsequently

Hc=-#(1/V).1ogx(1/V)=logx(V). 3) V. METHOD

In this simplistic case,entropy is only a function o¥. We investigated the danger of the social inference
Since A is indistinguishable fronfV-1) other users, V i&Os problem, the extent of the risk and the appropriate system
degree of anonymityln this simplistic case, the problem design in two steps; user experiments and simulations. As a
simplifies into a dynami&-anonymity problenj28]. first step, we conducted two user expeents in two critical
domains of mobile and social computing; CompWediated
Communication (CMC) antbcationawaraess In the second

desired degree of anonymity if he/she wishes to be ) ) .
indistinguishable fron{U-1) other usersA user is at the risk step, we used the data obtained frqm thg stu¢es to_5|mulate
the risk on a larger scale and for various situatidndetailed

of identity inference if her/his identity entropy is less than a .
certain threshold This entropy threshold can be obtained presentation of Study 1 can be found30] where we explore

using the desired degree of anonymity and replacing VU loy mecrf/:g“?z tt’ﬁgvgzge'?fovcga;gé:r:ltrgpgrii?dojgrc\l?elvilnfgfriﬂge
ion(2). Assumin niform distribution results in: ’ ' .
equation2). Assuming a uniform distribution results i method and results of Study 1 as they are utilized to enable

EntropyThresholdlog,(U) . “) our simulations and to extract important desigiplications
for CMC and location based social computing applications.

Focusing on anonymity protection agaire all U a userOs

To correctly calculate the conditional information entropy
in a social apptation, we need to modehe significant , o
information available to the inferrgincluding the background A Study lonrine communication between unknown chat
knowledge The need to model background knowledge has Partners
been recognized as an issue in database confidentiality and This experiment was originally designed to:



1. Investigate usersO background knowledge in CMC in order Phase IlI: Installation of the ONearbyO application on each

to be able to calculathe information entropy. phone which shows the nicknames of the users in the vicinity
2. Test the ability of information entropycalculatedas  of the phone user on campus. Twensswere considered to be
explained in sectioHl, to predict the inference risk nearby if they were in the same room or adjacent cells.

3. Explqre the risk of social inferences in CMC' . Phase IV:Popup Questionnaires Using Conteftvare
4, Prqwde real world data for largecale simulations of Experience Sampling Method (GBSM) [34]. The
online chats. guestionnaire poppedpuevery time subjects changed their
Our subjects participated in a studynsistingof three  location and stayed in a new location for 5 minutes or when
phases: 1l)online personal profileentry, 2) an experiment they had not answered a questionnaire for at least 2 hours. The
involving subjects chatting with an unknown online partner questionnaire started by asking the subjects about the accuracy
followed by 3)a post chat survembout the subjectOs ability to of their location as captured liye location estimation system.
guess their chat pmerOs identityFive hundred and thirty If the location was captured correctly, the study continued to
studententered a personal profjl804 participated in the chat ask how often the subjects visited the location, how many
session of which 292 subjects completed all three studpeople theysawin their physical vicinity, and how many of

components. them were friends or acquaintances. In thsubsequent
questions, subjects were asked questions about the nicknames
B. Study 2The inference problem in proximibased they saw on their nearby application, what they could guess
applications about the identity of the nickname owner, and how they could

This study, firs presented in this paper, was conducted agnap them to people in their vicinity. They elaborated on their
part of a larger study focused on locatmmare cell phone guess by mentioning names or physical characteristics of the

gaming. The field study aimed to: nickname owner.

1. Investigate usersO background knowledge in proximity
based and location aware applications. C. Large Scale Simulations of the Risk

2. Verify that our calculatin of information entropyredicts As a final step w used simulations to investigate the
the inference risk problem and appropriate actioos a larger scaldor various

3. Explore the risk and frequency of social inferences in theituations The simulatbn mode$ were populated with
domain of locatiorawareness. parameters derivedrom our user studyproviding a good

4. Provide population distribution and -ocation data for approximation to real world deployments.
largescale simulations of a proximiyased applicatio

1) Subjects
All subjects were students of a medium sized urbam Results oStudy 1on-line communication between
university who were offered raffle tickets for answering & pre  ynknown chat partners
study survey, carrying our Window Mobile phones for three
weeks, and answering questionnaires on thenghdne ow social inferences happen and how tipege a serious
hundred seventy five students participated in the study hreat in CMC In particular:
which 165 completed the questionnaire at least once. Subjectg The only measure fou.nd to strongly predict the identity
were exclusively university students representative of the inferencewas information entropy
various majors offered on campus and ranging from 18 to 44 Identity inferences are frequently.made in CMC
years old Twenty percent of the SUbj?C.tS were female, ang Different users dee different levels of anonymity
65% of the subjects were commuters (living off campus). * Even when users are in complete control of the information
2) Procedure they reveal, they are not able to maintain their desaeel
Phase I:Online Prestudy Surveyb Subjects entered their ~ 0of anonymity because they do not know what can be
contact information, demographic information such as age and inferred from the information they reveal.
gender, and questis related to their physical appearance,The cetailed result of this study can be found36].
such as height and body type.

VI.  RESULTS

The ley findingsof the online communication sidy show

B. Results of Study 2: Proximityased applications

Phase Il:Installation of a location estimation system that A total of 1841 ESM questions were answered, with the
tracks usersO locations on campus. The algorithm used d@estionnaire completion rate ranging from zero to twenty.
locate devices on campus is the Bayesian inference algorith®ome users filled out up to 20 questionnaires, and some
explaired in[33]. Prior to implementation of thegarithm, &  answered one. The location waptured correctly 86% of the
few students were employed to divide all publielycessible  time, which means 1583 valid questions were obtained.
rooms and paths on the campus into smaller cells. Cells i - ) )
subdivide rooms into smaller polygons to provide better SubjectsO answers and their elaborations on what they
location estimation accuracy. Students also visited all cells tguessed were compared to the demographic and physical
collect sample signalsthat were used in building signal information that we collected in the pséudy survey. 6%
strength probability distributions for each cell. of the casessubjects were able to either exactly identify a

nickname on their nearby application or bring her/him down to



two people in their vicinityThe survey ended by asking the 100, Computer-Mediated Communication

were the same. Thuthe narby user was not anonymous and

U (desired degree of anonymity)=2

nfage
oy
o
:

no identity inferences happened. Twenty nine percent o

subjects how they could identify the owner of the nickname. gg
Forty percenbf correct guesses were followed by choosihg O §§ B
know this person and | know this is the nickname s/he (icks g £
as the answer to this questidihose nicknames belonged to a ¢ ©
friend (or an acquaintance) whose nickname and real namég
ksl
8
(o)
3
©

g U (desired degree of anonymity)=3
correct guessesaid they could guess because they saw only as — U (desired degree of anonymity)=5
fevy people or a few cell phone users arpund and @Bthtem 0 3050 4050 500 600 7000 8000 S050 10000
said because they repeatedly saw the nickreamdethe person Population size (the number of indivisuals in the community)

among their nearby users. The remaining 2.8% had otheFigurel. Risk of Identity Inference faEomputerMediated Communication

reasons, out of ‘.NhiCh one su_bject did not know .hOW h(?/\/hile in a small school the risk can be very high, in a campus
guessed, one SUbJe.Ct sa!d the nickname made him think th_ato'f 10,000 students, it is still about 50% in online chats
belonged to an AS"”?” girl gnd he coul_d only see two As'arbetween studdgs. This means even in a rather big school,
females, andne subject said that the nickname looked like &g reveal information that 50% of the time could lead to the
girlOs nickname and that he found one girl around. This meapR ~cion of their desired degree of anonymity. Therefore,

i 0, i i . . . ; . .
in 28% percents of all cases, subjects were ableritm an identity inferences can be quite prevalent in CMC. This was
anonymous nearby user down to one or two people in thegISO shown in our user study

vicinity. Thus, assuming alesired degree of anonymity of 3
for everyone,instantaneous and historical social inference
happened in5% and 13% oéll cases respectivelWhile the

risk was lower than the risk in CMC, it was still a serious risk.

*D. Simulation of the Risk of Identity Inferences in Proximity
Based Applications

We simulated a proximitpased application that shows

C. Simulation of the Risk of Identitgferences in CMC nearby users by their nickname or real name based on nearby

Experimental results show that social inferences are not rar.ueSerso privacy preferences. Anonymity invasions (identity

: . inferences) happen when a userOs real name or nickname is
and are more common in CM®e used the experimental ) happ

data from study 1 to investigate the risk of identity im‘erencem""pped to the person or a few individuals using their nearby

in computermediated communication on a lar le. We presencePopulation density and distribution of nearby people

first simulated personal profiles for a campus similar to ourhas. an important impact on the inference ”S.k' In .order to
! ) : derive the rela® parameters needed for the simulations, we
downtown campus environmengrofiles consistedof 20

S S ) . . ) first analyzed our experimental data, which we explain below.
individual profile items including personal informationpn

campus activities, education information, and contact Based on the results, the mean of the number of people that
information Parameterssuch as the diversity of profile items, subjects saw in their vicinity was 9.1 and its distribution is
their statistical distribution, etc. were derived from the 532shown in Fig. 2. Among Pasn, Gaussian, exponential,
user profiles obtained from study 1. Additional information Gamma, Lognormal, and Negative Binomial distributions, this
such as the number of coursesatistical distribution of the distribution best fit the Negative Binomial distribution. We
number of students in a clasmd enrolliment statistics were also measured the number of application users collected by the
obtained from university admission statistics. We thennearby application in the vicinity of eachultgect at each
simulated online interactions of the users. The probability ofituation. The average number of nearby application users was
revealing profile items and usersO desired degree of anonym@® and probability distribution is shown in Fig. 2. These two
were derived from the user experiment. nfiation entropy —measures are highly correlated N=167, correlation
was calculated for each simulated chased on their revealed coefficient, $=0.92; statistical significance, p<0.001) and the
profile information. number of nearby people can be estimated as a linear function

Fig. 1 shows the probability that a userOs identity entropy Psf the number of nearby application users with4s.6.

lower than its threshold. The-gxis shows the percentage of SubjectsO answers show that their background knowledge
users for whom entropy was letisan the threshold. The x Mmostly consists of their visual information about their vicinity
axis was chosen to represent the population because the size2Bfl presence ofnearby users. Therefore, significant
the community highly affects the inference probability. Thelnformatlon.ava}llable to the inferrer includes the names shown
depicted curves show this probability for desired degrees dfy the application and physical appearance of current and past
anonymity of 2, 3, and 5 (Entropy thresholdere calculated N€&ry users.

based orU=2, U=3, andU=5). In user study 1, 80.8% of the Simulations were first carried out for the nearby population
users who wanted to stay anonymous desired a degree distribution obtined from theuser study 2, assuming mass
anonymity of two:U=2; and 5.1% of them desired a degree ofusage of the application among the population. Equagpn
anonymity of three:U=3. As expected, increasing the was used to estimate each nearby userOs information entropy.
population écreases this probabiliths the figure shows, When the number of possible values for a userOs identity (V in
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Figure2. Probability distrbution of nearby population historical inferences happen less frequently than instantaneous

equation(2)) is set to the number of current nearby users, ouinferences.
measure of entropy only relates to instantaneous inferences. To
measure the historical entropy for a nearby ésewe should VII.

count the users whose-poesence histy with the inferrer is

the same a8Os cresence history. This measure depends Or‘{he theoretical framework, user studies and simulations
the history time, T. Optimizatidn of history time and presented in this paper show that social inferences are not rare

calculating the risk of historical inferences are beyond thénd Pose a serious threat to user privadger experimerst
hi alsoshowed that even whewses are in complete control of

scope of this paper. s ) Y .

) N ] ] the information theyeveal,they are not able to maintain their
_ Fig. 3 shows the probability that user is at the risk of desired degree of anonymifg0]. This is because individuals
instantaneous  identity inference in a proxinigsed  are unable tacorrectly judge inference risks. As a result, in
application. The jaxis shows the percentage of users whosgyger to protect individuals from unwanted social inferences,
identity entropy was lower than its threshold. Entropysystems will need toedeployed that systematically reduce
threshold was calculated based on their desired degree gis risk. Fortunately, we can derive from our results
anaymity, U using equation(4). The x-axis represents the (particularly from the simulations) a number of design

desired degree of anonymitiyach curve depicts the risk for a jmpjications that can aid in the development of such systems.
different mean of nearby population density. The average

density in the middle curve is equal to the average density of First, we needo provideuserswith the meando set their
our experimentatiata. We see thatssuming mass usagege desired Ie\_/el pfanonymlty since we_observed that users qf
risk of identity inference is about 7% for a desired degree of 3/SC applications can have a wide range of anonymity
and 20% for a desired degree of anonymity of 5. As expectelréferences.
more crowded environments have a lower chance of being at Second, the calculation of information entropy, which was
the identity inference risk. shown to be the best predictor of the risk, shouldutenated

Fig. 4 shows the same risk for two more general nearb?ased on our frameworkf. entropy is less than its thrgshold, _
distributions; Gaussian distribution and a completely randon® @Ppropriate action needs to be taken. The appropriate action
spatial distribution of people (Poisson distribution). Again wetan _be rejecting the query, blurrlng the answer, sending a
see that the risk is less than 30% in the worst case, which is f$arning to the owner of the information, etc.
a desireddegree of anonymity of 5 and an environment thatis  Third, for CMC sygemsuser interfaces should leiilt to
30% less populated than ogampus.These resultarealso  improve user inferenegsk judgments through techniques
confirmed by the results that we obtained from the usesuch as risk visualizations or warning messages (perhaps
experiment. Simulation of the risk of historical inferences andapplied to customized introduction tool3his implication is
experimental results stothat for a given population density, derived from theresultsthat indicate that identity inference
risks are quite common in CMC, which means that automatic
control of information exchange in such applications can
degrade system usability or be frustrating for the user.
Furthermore, such applications are designed for users to
corsciously exchange information and users may be willing to
compromise their anonymity settings to have more meaningful
and productive communication. The systems can show users
how uniquely they have specified themselves so far, or send a
warning message wheevealing a piece of informatiamould

DiSCUSSION ANDDESIGNIMPLICATIONS
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enable their partner to invade their desired degree of
anonymity. User studies will be needed to optimize such
visualization so that they do not overly interrupt users



The final design implication is derived frothe finding [16] P. D. Stachourand B. Thuraisingham, "Design of LDV: A
that the prevalence of situations witkentity inferenceisksin Multilevel Secure Relational Database ManagemefEEE
locationbased servicess lower thanin CMC. In location Igfg‘zsggc"i’ggoon Knowledge and Data Engineervg, 2, pp.
aware mobile applications, inference protection systems ' ' _ .- T
should modify information exchange, for example, by [17] S. Dawson, S. D. Capitani, and d. V. P. Samarati, "Specification

| . lari f led inf . R and Enforcemenotf Classification and Inference Constraints "
owering the granularity of revealed information, rejecting a IEEE Symposium on Security and Privat§99.

query, or blocking information exchange. In most cases$ig) p. E. O'Leary, "Some Privacy Issues in Knowledge Discovery:
lowering the information granularity, such as revealing the ~ The OECD Personal Privacy Guidelines|EEE Expert:
location at floor precision instead of room precision, or Intelligent Systems and Their Applicatiord. 10, 1995.

showing an anonymous name ingteaf a nickname can [19]J. Zhan and S. Matwin, "A Cryp#Based Approach to Privacy
address the inference risKhis techniqueshould not overly Preserving Collaborative Data Mining,” irSixth 1EEE

interfere with information exchanger overly burden the user International Conference on Data Mining Workshop806.
with privacy management actions [20] D. E. Denning and M. Morgenstern, "Military database

technology widy: Al techniques for security and reliability,"

1986.
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