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Before medical images can be distributed online, it
15 necessary for confidentiality reasons to eliminate text
that appears in the tmage. This paper describes TIDE
(Textual Information Detection and Elimination) sys-
tem for secure medical tmage distribution. The algo-
rithm uses Daubechies’ wavelets to detect and elimi-
nate areas of textual information within digital medical
wmages. The system 1s practical for real-world appli-
cations, processing each 512 x 512 image wn about 10
seconds. Besides its exceptional speed, the algorithm
has demonstrated a remarkable accuracy when tested
on various types of medical images, ncluding X-ray
and CT scans.

INTRODUCTION

Health care is exceptionally information intensive,
and the United States spends hundreds of billions of
dollars each year in processing and managing such in-
formation. However, it is becoming increasingly diffi-
cult to maintain and retrieve health care information
manually as more and more advanced medical equip-
ment 1s used in diagnosis and management of disease.
Besides the traditional textual data such as patient re-
ports, health care records are being filled with image
scans, 3-D volume reconstructions, and video streams.

As the demand for greater accessibility to health
care information grows, medical institutions are being
urged to make information available to legitimate ex-
ternal parties in a timely fashion (e.g., on-line) while
protecting the privacy of patient data. It is therefore
crucial that health care institutions be provided with
on-line tools that allow them to disseminate medical
information without compromising data privacy. In
this paper, we present an algorithm that strips textual
information (including identifying information) from
medical images such as digitized x-rays and CT scans.
The resulting processed images can then be made avail-
able to medical researchers, physicians, and other legit-
imate users. Such a tool could be used by health care
institutions and other repositories of medical images as
part of a data security system.
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Related Work

Recent advances in content-based image retrieval
and digital library management have made it possible
to retrieve multimedia data efficiently and effectively.
Interested readers are referred to [7, 11, 15, 16, 17, 19].

Most of the work in medical database security has
focused on authentication and encryption. For exam-
ple, the security mechanisms of Telemed [8]—a system
that allows sharing among physicians of multimedia
patient information across remote sites—are limited to
RSA encryption and access control lists. Similarly, We-
bReport [13], a medical multimedia reporting system,
implements a traditional security scheme using regis-
tered usernames and passwords.

In contrast, our work fits in a security framework
based on content of information. It is not sufficient to
grant or deny access to information solely on the basis
of access control. Researchers or physicians, for exam-
ple, could benefit from accessing medical images from
remote sites, even in cases when they should not see pa-
tient names. Our algorithm allows such images to be
readily shared without compromising patient privacy.

The problem of text identification [10] arises in many
applications other than medical security. Document
understanding systems locate text and figure captions
on a page for processing by optical character recogniz-
ers. The detection of text in scanned maps and me-
chanical, electrical, and piping drawings is important
for converting the paper form to computer-analyzable
form. Work done by University of Maryland [5, 6] uses
neural network, texture and multiresolution analysis
to segment the documents into areas of text and areas
of image or graphics. However, the algorithms used
in such systems are not designed to handle superim-
posed text. Moreover, neural network algorithms are
not suitable for real-time processing.

Overview of Our Work

In the TIDE project, we developed an efficient and
accurate algorithm to distinguish areas with and with-
out textual information in medical images. Because
variations in the diagonal directions can be found in al-
most all Roman characters or Arabic numbers, we use
Daubechies’ wavelets and post-processing techniques to



detect the high frequency variation in the diagonal di-
rection that is indicative of text. Promising results
have been obtained in experiments using a set of real-
world medical images, many with superimposed text.

BACKGROUND

Wavelets, developed in mathematics, quantum
physics, and statistics, are functions that decompose
signals into different frequency components and ana-
lyze each component with a resolution matching its
scale. Applications of wavelets to signal denoising, im-
age compression, image smoothing, fractal analysis and
turbulence characterization are active research topics.

Daubechies’ wavelet has been used in content-based
image retrieval [19] and a system for screening objec-
tionable images [20]. Various experiments and stud-
ies have shown that because Daubechies’ wavelets can
better represent continuous functions with continuous
derivatives, they are better suited for natural signals
or images than other wavelets.
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Traditional edge detection

Figure 1: Traditional edge detection does not dis-
tinguish areas with and without textual infor-
mation.

In textual information detection, especially for su-
perimposed text, we want to distinguish areas with
and without text information as effectively as possi-
ble. When using the Haar wavelet, we obtain too much
noise in the high-pass bands within the non-text areas.
Traditional edge detection algorithms have the same
problem, as illustrated in Figure 1. For both of the
two algorithms, it would be difficult to differentiate
the edges of text from the edges of the objects in the
image.

ALGORITHM

Overview

We have developed a new textual information de-
tection and elimination algorithm for digital medical
images using Daubechies’ wavelet transforms. Figure 2
shows the basic structure of the algorithm.

We apply a 1-level fast wavelet transform (FWT)
with Daubechies’ Symlet-8 wavelet or Daubechies-8
wavelet to each image. Then we extract and post-
process the lower right-hand corner of the transform
matrix, where the diagonal directional high frequency
information is located, to obtain a mask containing
only the areas with textual information. Once such
a mask i1s computed, we may apply it to the original
image to eliminate the areas with textual data.

Our design has several immediate advantages.

1. Unlike traditional approaches, such as the neural
network, our algorithm does not depend on the
actual font and style of the text in the medical
image. Preliminary experiments indicate that the
algorithm is capable of handling images with su-
perimposed hand-written text. Figure 9 shows one
example.

2. We used Daubechies’ wavelets rather than a tradi-
tional edge detector to capture the high frequency
information in the images. This reduced the de-
pendence of the results on the quality or the sharp-
ness of the images.

3. It does not rely on the color of the image or the
text. It also has minimum dependence on the con-
trast between text and background objects.

4. It has potential to be much faster than other al-
gorithms.

Pre-processing

Many medical image formats are currently in use,
e.g., DICOM, PPM, GIF, JPEG and TIFF are the
most widely used formats. Because the images may
have different format, we must first normalize the data
for computation. A gray scale PPM image of any size
is adequate for our algorithm. A color medical im-
age may be converted to a gray scale image using the
equation WB = (R+ G+ B)/3, where R, G and B are
values of a pixel in the RGB color space and W B is
the value of this pixel in gray scale. The range of the
values of each pixel, or the number of bits per pixel,
for the PPM image is not limited for our algorithm.
Usually it 1s adequate to use 8 bits per pixel to store a
reasonably clear gray-scale medical image.
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Figure 2: Basic structure of the algorithm used in TIDE.
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Figure 3: Naming convention for a 1-level

wavelet transform.

In this step, we apply a wavelet transform to the
image obtained from the pre-processing step. Our pur-
pose is not to obtain a high quality edge detection algo-
rithm for this application. Rather, since the goal here
is to effectively distinguish the areas with and with-
out textual information, it is not necessary to produce
a perceptually pleasant edge image. Consequently, we
try to keep the algorithm simple to achieve a fast com-
putation speed.
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Figure 4: Daubechies’ wavelet transform in
TIDE. Name of the patient is blackened in the original
image.

We start the process by transforming the the gray-
scale PPM image converted from the pre-processing us-
ing the Daubechies” Symlet-8 or Daubechies-8 wavelet
basis. Figure 4 shows the wavelet transform on a sam-
ple medical image. The image is decomposed into four
frequency bands with corresponding names marked in
Figure 3. The notation is borrowed from the filtering
literature [18]. The letter 'L’ stands for low frequency
and the letter ’H’ stands for high frequency. The left
upper band is called 'LL’ band because it contains low
frequency information in both the row and column di-
rections. We avoid the details of explaining the filter-

ing terminologies here; interested readers are referred
to [18]. An even number of columns and rows is re-
quired in the image due to the downsampling process
of the wavelet transform. However, if the number of
rows and columns is odd, we simply delete one column
or one row of pixels from the boundaries.
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Figure 5: HL band and LH band are not suitable
for detecting textual information within medi-
cal images.

The LH frequency band is sensitive to the horizontal
edges, the HL band 1s sensitive to the vertical edges,
and the HH band is sensitive to the diagonal edges [4].
For the medical images that our system is designed for,
the HH band is much better dealing with the distinc-
tions between areas with and without text. In fact,
variations in the diagonal directions can be found in
almost all Roman characters or Arabic numbers. Such
variations are detected much more frequently in areas
with textual information than those with only medical
objects, if we make a reasonable assumption that the
text in the medical image is small, in general, compared
to the objects in the image. The LH bands and the HL
bands are not useful for distinguishing areas with and
without textual information. As shown in Figure 5,
vertical clusters of points can be found in both text
areas and non-text areas in the HL band, and horizon-
tal clusters of points can be found for the LH band.
Therefore, we discard both of these bands and retain
only the HH band for post-processing.

Post-Processing

Post-processing is required to avoid the incorrect
elimination of diagonal-wise variations in areas of the
image without text. Without loss of generality, we as-
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Figure 6: Post Processing Step in the TIDE algo-
rithm. Note that only corners of the original images
are considered.

Figure 7: Another image processed by the TIDE
system. Text Information simulated.

Figure 8: A full color medical image processed
by the TIDE system. Note that only corners of the
original images are considered.
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Figure 9: A medical image with hand-written
text processed by the TIDE system. Text In-
formation simulated.

Figure 10: Two more sample final images. Note
that only corners of the original images are considered.

sume that the original image 1s of size 2n x 2n. Then
the wavelet transform is a matrix of size 2n x 2n. In the
post-processing step, we process the HH(1 : n,1 : n)
matrix! obtained from the previous step. A binary
matrix, denoted as B(1 : n,1: n), is constructed from
the HH matrix so that the largest M = O(n) coeffi-
cients in magnitude in the HH matrix are replaced by
1 and all other coefficients are replaced by 0. Then we
use a moving square window matrix of about 20 x 20
pixels to determine the isolated points in the binary
matrix by setting a threshold for the minimum num-
ber of non-zero points in such a moving window. These
isolated points are then deleted because they represent
diagonal-wise variations in the areas without text.

Denote B'(1 : n,1 : n) the matrix without these
isolated points converted from B(1 : n,1 : n). Then
we group up the remaining points in the matrix B'(1 :
n,1:n) to form a matrix Mask(1 : n,1 : n) containing
detected textual areas. Finally, we rescale Mask(1 :
n,1:n) to 2n x 2n and apply it to the original image
to obtain the final image. Figure 6 shows the post-
processing on a sample medical image.

'Here we use MATLAB notation. That is, A(m1 : ni,ma
ny) denotes the submatrix with opposite corners A(m1,m2) and

A(nl,ng).



RESULTS

This algorithm has been implemented on a Sparc-
20 workstation. We have tested about 30 medical im-
ages of different types, collected from different sources.
Some of them are downloaded from the world-wide web
and medical imaging newsgroups, while others are pro-
vided by the Stanford Medical Center.

It takes about 10 seconds of CPU time to process
each medical image of size 512 x 512. Besides the fast
speed, the algorithm has achieved remarkable accuracy.
It successfully detected and eliminated all of the critical
textual information within the corners of the medical
images.

Figure 10 and Figure 7 show some sample results on
gray scale medical images processed by the TIDE sys-
tem. Figure 8 shows the results on a full color medical
image.

CONCLUSIONS

In this paper, we have demonstrated an efficient tex-
tual information detection and elimination system for
secure medical image distribution. The algorithm uses
Daubechies’ wavelets to detect and eliminate areas of
textual information within digital medical images.

We are working on applying this technique to large
number of real-world medical images. We are also try-
ing to improve this technique so that only texts related
to patients’ private information, e.g. patient name or
patient identification number, are eliminated.
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